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Introduction

The purpose of this document is to review each of the different levels of security
for a published chart, including the data within a published chart.

It does not cover external security configuration of the network file structures or
external resources such as servers.

OrgPublisher can set different levels of security for a published chart, depending
on the publishing format you use. Also, depending on the version of
OrgPublisher, there are several levels of security you can use with org chart
data. These levels are:

e Basic chart encryption with password protection

e Authentication using either Microsoft Active Directory or Manual
Authentication using specified user IDs and passwords

o Reverse Proxy where the User ID is supplied in HTTP header
e Custom field level security based on group membership
e Style level security based on group membership
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Securing a PluginX Chart

OrgPublisher contains a security feature for charts published in the PluginX
format; this feature encrypts the chart and sets a password. When end users
access an encrypted chart, they must enter the password before the chart
opens.

There are two levels of encryption, 40 bit and 128 bit. OrgPublisher uses 40 bit
encryption by default. To determine which encryption pack is installed on your
machine, start Internet Explorer and select About Internet Explorer from the
Help menu.

1. Follow the dialogs in the Publishing Wizard, selecting the PluginX publishing
format.

2. When the wizard opens the Password dialog, select the Password protect
this chart check box.

posietion - T EE—

ou may password protect this chart. This will encrypt the data and the The chart may te passwaord
password will be required to view 2. profeclad which wil alko
¥ Password protect this chart encrypt the chart for security

reasans
Pessword Probaction Cplions
Password;
@ 40 bit encryptian
_ 138 bit encryption
Allow “Ramember my password” opticn in the Plugin

| <Back | Met> || Concel | | Heb |

Figure 1.

Type the desired Password

-0r-
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If you want users to access the chart without typing the password each time
they open it, select the Allow ‘Remember my password’ option in the
PluginX check box.

NOTE: If you select 128 bit encryption, users without the Microsoft High
Encryption Pack installed on their machines cannot view the chart.

3.

Complete the Publishing Wizard.

When OrgPublisher or Internet Explorer opens the encrypted chart, the Enter
Password dialog opens. If you selected the Remember my password option
when you published the chart, that check box appears in the dialog.

Enter Password | =

This chart is lodeed and requires a
password o view it

Password:

| unock | | cance

Figure 2.

Type the correct Password and click Unlock to open the chart.
_Or_
If you select Remember my password, you will not need to type the

password each time; the chart will open in the same way an unprotected
chart does.
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EChart — Org Chart Authentication

OrgPublisher contains an EChart security feature that provides security at the
chart, custom field (for both Rich and Thin Clients) and style levels (for Rich
Client only). For information on field level security, see EChart — Field Level
(Role-based) Security Scenarios.

In order to secure ECharts, the OrgPublisher input file must contain a unique
user ID custom field record. Additionally, if the manual entry of a password will
be required, you must also keep the password information in a custom field
record in the input file.

OrgPublisher uses the Microsoft Active Directory® operating system
authentication to help secure a published chart. Authentication provides the
knowledge of the location of each person in the chart, and OrgPublisher users
must be charted in order to open a secured EChart.

The Publishing Wizard provides chart level security options; the Custom Field
Properties dialog provides the field level security options.

The List View, Profile View, Search View, and Search dialog all reflect the same
authentication level.

Commands, such as Go to top of chart, Display Whole Chart, and the drill-
up/drill-down buttons, all recognize the "top of chart" as the user's supervisor
box (exception: if the user’s box is the starting box and drill up has been turned
off, the user’s Supervisor’s box is not visible), and does not display chart
information beyond that point.

Note: EChart security works well only with an unbroken hierarchy. Orphans
within a secured chart may cause unexpected results.

The information contained in this document is confidential and proprietary to Aquire Solutions, Inc. This information
may not be distributed or used for any purpose other than the evaluation of Aquire solutions, nor may it be disclosed
to any party without the prior written consent from Aquire. Copyright © 2001 - 2011 Aquire. All Rights Reserved.

||
VAW, BQUIre, Com
!

Revised 6/28/2011 5



OrgPublisher 10 EChart and PluginX Security Guide

ED["gpubﬁSher‘ Securing an EChart at the Custom Field Level

Securing an EChart at the Custom
Field Level

1. Verify that you have stored the appropriate custom field records in your input
file.

2. To set field level security, from the Data menu, select Custom Field
Properties
_Or_

Click the = button in the toolbar.
Note: If you do not need field level security, proceed to Step 7.

The Custom Field Properties dialog opens.

Custom Feld Properties e ==
Field label | Type Calc Field Population Assigned To Sample Seq. ~
Hired: Date All Position 20020824 20 .
| Degree: Text All Position Types | 54 20 |
| [ omwersey [Text _ | ANPositionTypes | Uniersty of Kentucly |22
Gender: Text All Position Types | 7 23 |
Ethnicity: Text All Position Types | African American 24
State: Text All Position WA 2 '
Counfry: | Text All Position Types | Usa % |
EED | Oy TR T 32000 . |
PayGrade; Text All Position Types | C3 28
FTE: Numeric All Position Types 1 29
ExemptStatus: Taxt All Position E 30
Birthdate: Date All Position Types 19610829 Ell
| | Est Retirement Date: Date All mw 20260829 32
_“I e — [ Taut AN Dneitinn Tunog Dussirn " i
«| I 3
l Ingart l I Delete ] I Format J [ Hotspot Aftachment 1 Formuda I [ Secunty ] l‘ﬁuw secuity mm] I Search Propertias ]
[#] Diag and Drop for All Position Types l Close J [ Applp I
Figure 3.

3. Select a custom field (Salary) and click Security.
The Custom Field Security dialog opens.
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-J-Almﬁisﬁzldmhzsearmableh&usuﬂmandﬁuswm:idng.humga
= fizld non-searchable does not hide the field in the dhart and other views.

Options for secure ECharts

Fields can be secured based on the user's place in the hierarchy.
This fiedd should be viewable in:

@ Entire chart
! User's box and subordinates
" User's subordinates only

Fields can be secured based on a group that the user belongs to. This field
should be viewable only by users who are in this group:

[Ewm ']
Fiehds can be secured so that they're only visible in the records of members
of @ certain group:
| lE'uErm "’I |

Mote: Fields will be visible only when al of the above criteria are satisfied. For
example if a field is set to display for the user's subordinates and group "y, the
field will only be visible in subordinate boxes of users who are in group 'x'.

ok | | Conce |

Figure 4.

4. Select the search options for the chart:

7.

If you want the chart users to be able to search for the custom field in the
published chart, select the Allow this field to be searchable check box.

-0Or-

If you do not want the chart users to be able to search for the custom field in
the published chart, clear the Allow this field to be searchable check box.

Select the radio button that best fits the user audience you want to access
the field:

e Entire chart — select this radio button if you want the field displayed
throughout the entire chart. This is the default option.

e User's box and subordinates — select this radio button if you want the
field displayed only in the user's box and all boxes below it.

e User's subordinates only — select this radio button if you want the field
displayed only in the boxes below the user's box.

From the drop-down box, select the group (if any) that you want to access
the secured field. The default option is Everyone. Fields display in the chart
when both the user audience and group criteria are satisfied.

Click OK.

The information contained in this document is confidential and proprietary to Aquire Solutions, Inc. This information
may not be distributed or used for any purpose other than the evaluation of Aquire solutions, nor may it be disclosed
to any party without the prior written consent from Aquire. Copyright © 2001 - 2011 Aquire. All Rights Reserved.

WY, aqui re. com

I
Revised 6/28/2011 7



8.

10.

OrgPublisher 10 EChart and PluginX Security Guide

%ngpUbliShE[" Securing an EChart at the Custom Field Level

The Custom Field Security dialog closes.

Click Apply, and then click Close to accept your security settings and close
the Custom Field Properties dialog.

Open the Publishing Wizard by selecting Publishing Wizard from the Tools
menu

-0Or-

Click the Publishing Wizard @ Publish button in the toolbar.

Select the Advance Mode publishing option, and then follow the prompts in
the wizard dialogs. When you reach the Security dialog, select a security level
option.

If you select to secure your chart, users must appear in a box in the chart in
order to open the chart.

B .,_.g

EChans pravide saveral advanced security options Securing your org chart protects
Select a chart sscurity option sensitive information from being
@) Unsecured - All users can view the enfine chart read by unsutharized

5 individuals
(71 Active Directory® authartication
5 DA iou may control who can
- E— Wrdage ot secure) access the org chart, and what
= Chat - User enters user ID and password porticn of the hierarchy each
- Can be used with porals for sngle sgnan uSEr Can view
Pasewond field: | % of Sales - To restrict access at the custom
R i : = field level, visit the Custom Fiald
c prescy - Uner 1D is supplied in HTTF header EcR Dislog via the menu Rem,
Vanable |USER_ID Passed &% & cookis Dala/Custom Field Properlies
Uer 1D fild: USERID *

Format of User 1D fiedd- | Liser 1D onby -

Starting boo in chart
(@ Top of chart Superviears box
User's box Beoc 1D in this feld: | % of Sales: il

Allpw users to dill up from starting bax

[ <Back [ Met> ][ Cocsl | [ hHep |

Figure 5.

There are five security options:

e Unsecured — Grants access to all users.
Microsoft Active Directory® operating system authentication — Grants
access to only those users who have Windows NT access and who are
actually located in the chart.
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e System user ID/box linkage (nhot secure) — Grants access to any
user ID on the user machine. This is not a secure setting. The chart opens
at the user's box.

e Chart — Requires users to type an ID and password to open and view the
chart.

e Reverse Proxy — The user ID is supplied in an HTTP header. When a user
accesses the chart URL, a reverse proxy server intercepts the request
and, through an authentication program/method, supplies the appropriate
user ID as a variable in the HTTP header and sends it to the original
destination. The EChart uses this variable value provided in the header to
perform a lookup in a specified custom field containing the user IDs.

Note: An alternate option allows the variable to be passed as a cookie.

11. If you selected Chart, select the Password field containing the password
information. This must be stored in a custom field record in the input file.

12. Select the User ID field that holds the unique user ID. This information must
be stored in a custom field record in the input file.

13. In the Starting box in chart section, select the box you want OrgPublisher
to display as top of chart.

e Top of chart — Opens the chart at the original top of chart box,
displaying all levels in the chart.

e Supervisor's box — Opens the chart at the user's supervisor's box,
displaying all levels from that point downward.

¢ Employee's own box — Opens the chart at the user's box, displaying all
levels from that point down.

e Box ID in this field — Opens the chart at a top of chart box other than
the previous options. This unique ID must be stored in a custom field
record in the input file.

14. The Allow users to drill up from starting box check box allows users to
navigate to levels above their box in the chart. Clear the check box if you do
not want users to navigate above the starting box designated.

15. Complete the Publishing Wizard.

When the published chart opens, it reflects the security options you selected
here.
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Scenario Examples

Let’s examine some scenarios based on the chart security options covered so far.

Since Unsecured and System User ID/box linkage do not represent secure
options, and behave the same way upon entering the chart, we will concern
ourselves with the Microsoft Active Directory® authentication and Chart user
ID and password.

All data in the following sample chart is fictitious and not intended to represent
an existing company.

Management

Management

Chiet Executive Officer
Mathewe Austin
ugeric: maustin
password:  password

Support Staff

Executive Assistart -
HR:
Sue Johnzon
useric: zjohnson
password  password

v

Finance Information Sales
WP - Finance ystems Sales Manacer
Luke Franklin IT Manacer Mary Smith
userid: lfrankiin ke Gibzon useric: mzmith
password  password uzerid: mgibson password:  password
passyword: zecret
Accounting Arcourting Sales E Sales
Operations Infarmation Systems H
Accourtart Accourtart " ¥ Sales Person 1 Sales Assistart
Penny Willisms Pam Wilson Operations Metwark Technician Sam Jones T Maria Gonzales
uzeric pviliams useric: pwvilzan hiark Dallas Jim Houston userid: sjones E userid: mgonzales |
password:  password password:  password uzerid; mkallas useric: jhouston password  password Vpassword:  password E
password.  password password,  password | [Tt
Sales Sales
Sales Suppart Sales Person
Sally Hastings T Mzrtha Wagner
uzetid: shastings uzerid: minagner
password  password password  password
Sales
Sales Azsistart
Jane Hamitton —
uzetid: jhamitton
password  password

Figure 6.
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Microsoft Active Directory® Authentication

The following dialog shows that we have selected Microsoft Active Directory®
authentication. To use this method of authentication, the user IDs must exist in
a custom field in the chart. The field we have chosen to contain the user ID is
named Userid. We have also selected the User ID only format for the data in
the custom field, and have elected not to allow drilling up from the starting box.
Users can drill down (if there are multiple levels below the user). For the
Starting box in chart option, we have chosen the User’s box option.

Publishing Wizard |

ECharts provide several advanced securty options Securing your org chart protects
Select a chart sscurity option sensitive information from being
17 Unsecured - All users can view the ertie chad Fead by unsuionzed

= individuals
@ Actrve Directory® authenticabon
| () System user [D/bax linkage ot secure)

Viou may control who can
access the org chart, and what

= Chat - User erters usar ID and passwond porticn of the hierarchy each
- Can be used with portals for single signon USET Can view
Password field: | %, of Sales - To restrict access at the custom
¥ 3 . fiald level, visit the Custom Field

Rewerse proxy - Uiser [Dis supplied in HTTP header Edi Dislog via the menu fem,
Varnable || -SFR_L_: Paszsad 8% & cookis Data’Custom Field Properties

User 1D fiekd: [UsERID -

Format of User |D fieid- | User 1D anly -

Starting bo in chart

(7 Topof chart ) Supervisor’s box

@ User's box ") Box ID in thia fisld: % of Sales:

| Mlyw users to diil up from starting box

Figure 7.

In this example, Mike Gibson is logged into his Windows Active Directory®
Domain. When he accesses the chart, he enters the chart at his user’s box, as
shown in the following chart example.

There are no drill-up buttons, because we have cleared the option that allows
users to drill-up. There are no drill-down buttons because Mike has only one
level of reports. If there were multiple report levels, Mike Gibson could drill down
to see them.
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Information Systems

Infermation
Systems
IT Manader
Mike Gibzon
userid: miggibeson
passyword: secret
Cperations Information Systems
Cperations fletwork Technician
tark Dallasz Jim Houstan
userid: mdallas userid: jhauston
password.  password passwoard,  passwoard
Figure 8.

Now we choose the same publishing option, only this time we allow the user to
drill up as seen in the following figure.

Publishing
EChars provide several advanced securty options Securing your org chart protects
Select a chart security option sensitive information from being
(71 Unsecured - 8l users can view the entire chat read by unauthorized
B individusls
@ Active Directony® authentication
&5 Dt 'ou may control wha can
- e Wrkcage: ot secure) mccess the org chart, and what
= Chat - User enters user I0) and password porticn of the hierarchy each
= Can be used with portals for single signon USER CaN VEW
Pasaword fisld: | %, of Sales: - T restrict access at the custom
’ ¥ . field beved, visit the Custom Field
= e Dot e U EdR Dialog via the menu Rem,
Varable USER_ID | Passed as a cockie Data/Custom Fieid Properties
User 1D fiekd: [usERID -
Format of Uses |D field: | User ID anly -
Startng b in chart
(O Topof chat () Supervisor’s box:
@ LUser's box ) Booc 1D i this fisld: % of Sales: -
[¥] Mlow users to dil up from starting bax
| <Back |[ Met> | [ Coce | Hep |
Figure 9.
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Mike still enters the chart at the same point, but this time there is a drill-up
button, allowing him to navigate up the tree to view other parts of the chart, as
shown in the following figure.

Information Systems

—‘ﬁl

Information
Systems
IT Manader
Mike Gibzon
userid: mgib=on
passward: zecret
Operations Information Systems
Operations Metwork Technician
Mark Dallaz Jim Houston
userid: mdallas useric jhouston
passweord  password passweord  password
Figure 10.

In both examples so far, Mike has entered the chart at his box. This next
scenario shows the user entering the chart starting at their supervisor’s box with
drilling up turned off. In the following figure and the resulting chart, the user is
Jane Hamilton from the Sales department.
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EChans provide several advanced securty options

Select a chart security option
(1 Unsecured - Al users can view the entire chan

@ Active Directory® authentication
() System user [D/bax linkage ol secure)

= Chant - User erten user 1D and password
" Can be used with portals for sngle signan

Pagaword field: | % of Sales: =
() Reverse proxy - Liser ID is suppiied in HTTP header

Vadable |USER_ID | [7]Passed s & cookie
User ID fiekd: |USERID -
Format of User ID fieid- | User ID anly -
Starting ba in chart
(7 Topof chat @ Supervisor's box
() Usar's box ) Box 10 in this fisld: % of Sales: -

[T Mllow users to dril up from starting b

Securing your org chart probects
sengitrve information from being
read by unauthorized
individuals,

"f'ou may control who can
access the org chart, and what
portien of the hierarchy each
USET CAN View,

To restrict access at the custom
field leved, visit the Custom Field
Edit Dialog via the menu Eem,
Dala/Custom Field Properies.

| <Back || Nee> | | Cace | | rep |

Figure 11.

Jane and her supervisor’s box are both shown in the following figure.
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Sales

Sales

Sales Manager

Mary Smith
uzerid: mamith
password:  passwaord
Sales 1 Sales
Sales Person 1 Sales Assistant
Sam Jones T Maria Gonzaies
uzerich sjones Euserid: moonzales |
password:  password password:  password E
Sales Sales
Sales Support Sales Person
Sally Hastings 1 Martha Waoner
uzerich shastings uzerid: v agner
pazsword:  passwoard pazaword.  passvword
Sales
Sales Assistant
Jane Hamilton —
uzerich jhamittan
password:  password

Figure 12.

The last option in the Starting box in chart section is called Box ID in this
field. It allows a custom field to identify the starting point in the chart after
authentication has taken place.

In this example, Matthew Austin has decided that he would like to have Luke
Franklin have the same view of the org chart that he does. To do this, a custom
field (called ProxyID in this example) containing the box IDs of the starting box
in the chart. For most people, this will be the same as their normal box ID. But
in Luke’s case, instead of his normal box ID, he will have the box ID of Matthew
in the ProxyID custom field. This special value in Luke’s record would be done
programmatically in the data extract process. The publishing definition settings
are shown in the next figure.
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]
mwwmmm Securing your org chart protects
~ Select o chart secunty option senaitive information from beng

T Unsescured - Al users can veew the eréne charl read by unsuthosized

2 z ! LETERTTY

7 Actve Denctoey® muthenbestion

: - e Wion My SOnbol wia can

" System user 0. brkage pot secure) access the Geg chart. and what

o Chat - User snlers user 1D and passwerd partic of the hieranchy each
Can be used wit pordals for singhe sgren usar CaA vikw
Pasrword held: [Frony =] || [0 restrict accass atthe custom
; ek e, vk the Costom Field

T Reveme proy - User 1D suppbed in HTTP headsr Eril Dinkesg via B Mo Besm,
Vbl [USEA (D F Fepsrd on onoove | |DataiCusicm Fueld Progesies

User 10 fuskc: {UseriD: =]

Format of User D fiekd: [User 1D oriy =

Stavting box in chan

" Topofchat [ Supervisors bax

" Usersbox 7 Box IDin thisfeld: ProydD: =]

| ¥ iow user to il up from staring b .

<Back [ Near | Coce | b |

Figure 13.

The result shows the chart after Luke Franklin has logged in. Also shown are the
ProxyID custom field values. Since Luke’s ProxylID is set to a value of 1, after

Luke authenticates to the chart he is able to view the chart from Matthew’s point
of view.
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{0rgPublisher

Management

Management

Chief Executive Officer

hathew Austin
LizeriD: maustin
Pazsword:  password
ProceylD: 1
Support Staff
Executive Assistant -
HE
u Sue Johnson
UserlD: sjohnson
Pazswoard.  password
ProxyiD: g
Ad
[ |
Finance Information Sales
WP - Finance Systems Sales Manager
Luke Franklin IT Manacer Mary Smith
Userl|Cx [franklin ke Gibson UserlDy: mzmith
Pazsword:  pazsword UzerlD: mikeg Pas=zward,  pazsward
ProeylD: 1 Pazzwword: secret ProeylDn: 5
| ProceylD: 3 |
v | Ad
Ad
Figure 14.
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Chart Authentication

The next figure shows that we have selected Chart user ID and password. To
use this method of authentication, the user IDs and passwords must exist in
separate custom fields in the chart. The field we have to chosen to contain the
user ID is userid and the password field is password.

The Starting box in chart option behaves the same way for Chart and System
user 1D/box linkage as it does for Microsoft Active Directory® authentication.

Publishing Wizard | |
ECharts provide seversl advanced securty optians S@CUNng your org char probects
Selecd a chart secirty aptian sensiive information from being
) Unsacured - All users can wiew the entre chart read by unauthorized
ndividuals
Aclive Direclony® atherticalion
- "fou may condrol who can
) Systemn user 10/bo krkage ot securs) access the org chart, and what
i Chart - User enters user 1D and passward perian of the higrarchy each
Can be used with portals for single signon USEr CON iew.
Frazaword fiald: |Funw:| - To restrict nccess ot the custom
; - field level, visl the Custom Field
D Reverse preoy - User I is supplied in HTTP head Edit Dialog vin the menu bem,
Varabls |USER_ID Passed as & cookie Data/Cusinen Field Properties.
User 1D feid: UserlD -|
Format of User |0 ekt~ | User |0 only -

Starting bex in chard
) Topof chat @ Superviscr's box

) Usersbox ) Bax IDin this field: BoxID)
[7] Mlow users ta dril up from staring bax
[ <Back | MNew> | [ Canca | [ Heo |
Figure 15.

With manual authentication, when a user accesses a chart, OrgPublisher prompts
her for her user ID and password. If they enter a valid user ID and password,
OrgPublisher opens the chart at the starting box defined by the publishing
definition.

Security

Please enter your user ID and password,

User IC: I
Password: I

Ok I Cancel |

Figure 16.

The information contained in this document is confidential and proprietary to Aquire Solutions, Inc. This information
may not be distributed or used for any purpose other than the evaluation of Aquire solutions, nor may it be disclosed
to any party without the prior written consent from Aquire. Copyright © 2001 - 2011 Aquire. All Rights Reserved.

WY, aqui re. com

I
Revised 6/28/2011 18



OrgPublisher 10 EChart and PluginX Security Guide

%DngUbliSher' Scenario Examples

EChart Thin Client Security

EChart Thin Client Security works in the same manner as Rich Client, with one
important exception. With Thin Client security, you must manually login to
access the chart, even when using Microsoft Active Directory® authentication.

If you don’t want to be prompted for your user ID and password perform the
following:

Note: The Web server must be running 11S; EChart Thin Client security does not
work with Apache Web Server.

1. Click the Start button on the taskbar, select Programs, Administrative
Tools, and Internet Information Services.

The Internet Information Services window opens.

£ Internet Information Services

Yes 115 %51

Figure 17.

Expand the (local computer) entry.
Expand the Web Sites, and Default Web Site entries.
Right-click ECharts and select Properties from the context menu.

The ECharts Properties dialog opens at the Directory tab.

PN
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echarts Properties

Directory ‘ Documents || Directory Security || HTTP Headers ” Custom Emors || ASP NI:—I'|
When connecting to this resource, the content should come from:
(®) The designated directary

A share located on anoth

(O Aredirectionto a URL

Local Path: | echarts

[[] Seript source access Log visits

Read Index this resource
[ wirite

[] Directory browsing
Application Settings

Application name: |echarts | [ Remove ]
Starting point: <Default Web .. “echarts

Execute Permissions: |Scripts and Executables v|

Application Protection: |Lcw (IS Process) V| Unload

[ ok [ cenca ][ sy |[ Hep

Figure 18.

5. Click Create.
The Application Protection and Application name fields become available.

6. Select Low (I11S Process) for Application Protection.
7. Click the Directory Security tab.

The Directory Security tab opens.

echarts Properties

Directory | Doguments | Directory Securty | HTTP Headers || Custom Emors || ASP.NET|

Anorymous access and authertication control

l Enable anonymous access and edit the

authentication methods for this resource

IP address and domain name restrictions
Grant or deny access ta this resource using
I addresses o intermnet domain names.

Edit

Secure communications

Require secure communications and = S
enable client certfiicates when this Server Cetficate...
resource is accessed

rificate...

Edit...

[ ok [ camcel J[ ey ][ Hep

Figure 19.

8. Click Edit in the Anonymous access and authentication control section.
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The Authentication Methods dialog opens.

Authentication Methods

[] Anorymous access
Mo user name./password required to access this resource.

Account used for anonymous access:

User name: | LISR_3000( | Browse...

Password: |oaoooa|ooa |

Allow 115 to control password

Authenticated access

For the following authentication methods, user name and password
are required when

- anonymous access is disabled, or

- access is restricted using NTFS access control lists

Digest authentication for Windows domain servers

[] Basic authentication {password is sert in clear text)

Defautt domain I:I Select...

Realm:

Integrated Windows authertication

[ ok ] [ cancal | [ Heb

Figure 20.

Clear the Anonymous access check box.

Set the Integrated Windows Authentication check box.

Click OK to close the Authentication Methods dialog. Click OK again to close
the EChart Properties dialog.

Close the Internet Information Systems window.
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Selecting Role-based Toolbars

If you publish an EChart rich client, you can secure role-based toolbar buttons
based on groups.

Note: If your chart contains only one group, the lock icons are disabled.

Note: For animated and/or cross browser publishing, see the OrgPublisher 10
Silverlight Configuration document.

1. Create any groups needed to secure toolbar buttons.

2. Create a publishing definition for an EChart rich client after selecting the
Advanced Mode option in the Publishing Wizard.

3. When you reach the toolbar button selection dialog, open locks appear to the
left of each securable button.

4. Click on the lock to display security options.

Figure 21.
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5. Right-click on the lock to display the available groups. Click to select
individual groups or click on (Select all groups) to include all group results.

[ ienat
& . Char
£ Groups that can use Print i
0" = Everyone ot
L= i(Select all groups) hiir
cearch® & (Unselect all groups)

- The
point® & J[:?Management Tearm Lo
Htorts o
int* & [+] Reset Style Pl

i [v] Chart Layout? Figght
Figure 22.

6. After selection, the lock appears closed and the button displays a green filled
check box indicating that it is available for the restricted viewing audience.

Eﬁim 1hatanibam and ﬁm&nu wantensbled:

ﬁ_ ‘5‘3\-‘.&’&3 & [=] Frint

& [v] .‘tﬁp‘g & [2] Print preview”
&M Gotoy” & Esmop of chart
'E [ Search :

.ﬁﬂhng ﬂh&nﬁ

R el e T e

Figure 23.

Only users who are in the selected groups have access to the locked buttons
when they access the published EChart.
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EChart — Field Level (Role-based)
Security Scenarios

EChart security also provides field level security. Field level security allows users
to view information based on whether or not they are a member of a particular
group.

For example, if you have a chart with salary information, you may want
members of only the HR group to see the salaries. In such a case, use
OrgPublisher to define a group called HR, based on whatever criteria in your data
determines who is a member of HR. All other users are not members of HR.

The following chart shows two custom fields displayed: Salary and HR.

Management

Management

Chief Executive Officer
Mathev Austin
—

salary: $200,000.00

hr. 1

Support Staff

Executive Assistant -
HR
Sue Johnson
salary: $35,000.00
hr. 1

|
[ 1
Finance Information Sales
WP - Finance ystems Sales Manager
Luke Franklin IT Manacer Mary Smith
zalary: $635,000.00 Mike Gibson salary. $60,000.00
hr: 1 salary: §70,000.00 hr: 1
hr: a
Accaounting Accounting Sales | Sales .
Accountart Accountant Cpertions nformation Systems Sales Person | Sales Assistant '
Penny Williams Pam Wilson Operations hetwork Technician Sam Jones 1 Mariz Gonzaies
salary: $35,000.00 salary: $35,000.00 Mark Dallas Jim Houston salary: $50,000.00 3 salary: $30,000.00 ;
hr; [1} hr; [1} salary: $65,000.00 salary: $50,000.00 hr: 0 Thr: 1} E
hr. a hr. L
Sales Sales
Sales Support Sales Persan
Sally Hastings Rl Martha Wagner
salary: $35,000.00 salary: $35,000.00
hi: 0 hi: 0
Sales
Sales Assistant
Jane Hamifton
salary. $35,000.00
hr: o
Figure 24.

The HR custom field indicates whether or not the person is a member of your HR
group (1=yes; 0=no).
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Using Groups to Create Field Level Security

Using OrgPublisher’s Group Editor dialog you can search for and create a group.
In this example, from the previous chart, there are four people that qualify for
the HR group.

1. Save the group as HR.

[Optional) Cabegory: w  This is the advanced group
definiion edilor. Hare you
GroupMame:  HR can view and edit the
contents of & groug
o Add 3 Remove + Move Up 4 Move Down  defnibion, You can alsa
rearder the components of
AndiOr Search Field Compare ‘ialue Maich Case fhe group
Jab Title: =a&ny Parl of Field HR Ho

A simpler way fo create a
group |8 to refing & search
with the search dsalog and
then click “Save as

Group®.
Displayed inege lo pocple nthisgow ) Lavge icons
Lyl - 3
Hide this group in published chart @ Siallicans
Just selection | SemchMow | | Save || Saveds. || Cancel |
Hame: Jub Titke: Baox Tithe: x
* Lyle H June HR Manager Fuman Resources B
& Gregory R O'Ma.. HR Web Manager Web Team
@& Candy H Sams  HR Speciaist Humran Resources
& David Seh HR Specialst Human Resources -
4 i | *
| & peaple Found ]
Figure 25.

2. Close the Group Editor dialog and select Custom field properties from the
Data menu.
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Field label Type Cale Field Population Sample
Hired: Date 20020824 LI
Degree: Text EEN '
Unersiy Tt
Genger Tou F 0
Ethnicity: Text
Stae ot [
Country Text [
b_| Salary. Currency 32000 |
PayGrade: Text
FTE: Numeric I
Exerprsiatis ot R
Birthdate: Date
Est Retirement Date: Date 20260829
L anmumnes: Tawt S| Docoinn -
P m | r
| inset | [ Delete || Fomat | [Hotspotitachment | | Fomua || Secuity | [View secuity summay | | SearchPioperties |
[#] Diag and Diop for All Pasition Types l Cloze ] E Apply I
Figure 26.

3. Select the Salary field by clicking its gray row selector button.

4. Click Security.
The Security dialog opens.

@Mmhf-ﬂhhmﬂ'ﬁnhm\immdhmm.ma
field non-searchable does not hide the field in the chart and other views.

Options for sacure ECharts

Fields can be seaured based on the user's place in the hisrarchy.
This field should be viewable in:

& User's bow and subordinates

Fields can be secured based on a group that the user belongs to, This fisld
should be viewable only by users who are in this group:

Figure 27.
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5. Select the Allow this field to be searchable check box.

6. Select a visibility for the field: the User’s box and subordinates, or for the
User’s subordinates only (selecting Entire chart will not hide the field).

7. Select HR from the drop-down list (selecting Everyone will not hide the
field).

8. If you want to secure fields so that they are only visible in the records of the
selected group, click the down-arrow and choose HR.

TumHumummnumwnwﬂmm.nﬁgu

|
= field nan-searchable does not hide the field in the chart and other views.

Dptions for secure ECharts

Fiedds can be secured based on the user's place in the hierardhy,
This field should be vieveable in:

() Entire chart

(@ User's box and subordinates

() Usar's subordinates only

Fiedde can be secured based on a group that the user belongs to. This field
should be viewable only by users wha are in this group:

[ 1)

Fuelds can be secured so that they're only visible in the records of members
of & certain group:

Figure 28.

9. Click OK to close the Security dialog, and then click Close in the Custom Field
Properties dialog.

In this scenario, Mike Gibson is not a member of the HR group. When he
views the chart, he does not see salary information.
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Management

Management

Chief Executive Officer
hathew Austin
hr: 1

Support Staff

Executive Assistant -
B HR

Sue Johnzon
ke 1

v

Finance Information Sales
WP - Finance ysiems Sales Manacer
Luke Franklin IT Manager Mary Smith
hr: 1 ike Gibson hr: 1

| hr: a |

A ﬁ v

Figure 29.

Mary Smith is a member of the HR group. When she views the chart, she sees
salary information. Note that she sees it throughout the entire chart. This is
because when we set the security options in the Custom Field Properties dialog,
we set the option to Entire chart.
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Management

Management

Chief Executive Officer
Mathesy Austin
sakary; $200,000.00
hr: 1

Support Staff

Executive Assistant -
HE
Sue Johnzon
salary: $35,000.00
b 1

v

Finance Information Sales
WP - Finance Systems Sales Manacer
Luke Franklin IT Mar=dger Mary Smith
zalary: J6:5,000.00 Mike Gibson zalary: J60,000.00
hr: 1 salary: $70,000.00 hr: 1
| hr: 1] |

v ﬁ A

Figure 30.

Now we will limit Mary to seeing salary information for her and her subordinates
only.
10. Open the Custom Field Properties dialog.
11. Select the Salary field.
12. Click Security.

The Custom Field Security dialog opens.
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Custom Field Security . - L )

TMHHN&MHHH&*HMMH&M.Ma
= field non-searchable does not hide the: field in the chart and other views.

Ophions for secure ECharts

Fields cam be secured based an the user's place in the hierarchy.
This field should be viewable in:

17 Enftire chart
@ User's bax and subordinates
() User's subordinates anly

Fiedds can be sequred based an a group that the user belangs to., This field
should be viewable only by users who are in this group:

[Everyone v
Fiedds can be seoured 5o that they're only visbie n the records of members
of & certain group:

|Everyone -

Nate: Fields will be visible only when all of the above oriteria are satisfied. For
example if a field is set to display for the user's subordinates and group i, the
fiekd wil only be visible in subordinate boxes of users who are in group ',

ok | | Comeel

Figure 31.

13. Select the Allow this field to be searchable check box.

14. Select User’s box and subordinates.

15. Click OK to close the Custom Field Security dialog, and then click Close in
the Custom Field Properties dialog.

Now when Mary views the chart, she sees salary for only her and her
subordinates, as shown in the following figure.
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Management

Management

Chief Executive Officer

Matheswr Sustin
hr: 1
Support Staff
Executive Assistant -
i HR
Sue Johnzan
hr: 1
L/
I ]
Finance Information Sales
%P - Finance ystems Sales Manaoer
Luke Franklin IT Manager Mary Smith
hr: 1 Mike Gibson salary: $60,000.00
hr: 1] hr: 1
Accourting Accounting [
Accountant sccountant Cperations Infarmation Systems Sales : Sales -
Penry Willlisms: Pam ilzan Cperations Metweark Technician Sales Person . Sales Azsistant :
hr: i hr: 0 Mark Dallas Jim Houston Sam Jones 17  Mariz Gonzales H
ht: 0 hir: 1] sakary: $50,000.00 ' sakary: $30,000.00
hir: i] vhr: 0 :
Sales Sales
Sales Support Sales Person
Sally Hastings T Martha Vagner
zalary: $35,000.00 zalary: $35,000.00
h: 1} hr: 1]
Salez
Sales Assistant
Jane Hamitton —
salary: $35,000.00
hr: 1]
Figure 32.
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EChart Style Security

With OrgPublisher 7 and later, EChart Rich Client security provides style based
security. Style based security allows users to view different styles based on
group membership.

For example, if you have a chart with salary information, you can create a style
that shows only the salary information. Using the same scenario as in EChart —
Field Level (Role-based) Security Scenarios above, you can set the HR group to
view a style called Secure. Users in the HR group can then see the Secure style,
while users not in the HR group can not see that style.

To configure style based security:
1. Open the File menu and select Styles.
The Styles dialog opens.

T Sg
Styles -..li—-—l
F 7 S po— _‘
Sales R ——
Larguage Skils New
Dedete
Miokes

For secue nich ECharts. shples may be seciued to a group. Please
select the group hat pou went ba be able io view bhis shie,

[Everyons 2)

Note: Plaase we cauion when secunng styles. All chart viessers
st b able bo sea o least one shyle.

Figure 33.

2. Select the restricted style in the upper pane.
3. In the lower pane of the dialog, select the group from the drop-down list that
can view the selected style in your secured rich EChart.
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Hotes

|
LR

Faor sacure sich EChaits, stpes may be secured o a group. Flease
zelect e group that pou want to be: able to e thiz shile.

Figure 34.

4. Click Close.

Style Based Security Scenarios

Mike Gibson is not a member of the HR group. When he views the chart, he sees
only the Normal style, not the Secure style, as shown in the following.
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7 B & Plarning & pl Ed 5 @l Search g3
EEE -

i & 2 levels

Styles Wiew 4a

[E) Momal
Information Systems

Information
Systems
IT Manager

Mike Gibzon
phone: 102

!—I—|

Operations Information Systems

Operations Metvrark Technician
Mark Dallas Jim Houston
phone: 103 phone: 107

| Levels shown: 2 | Shown head count: 3
Figure 35.

Mary Smith is a member of the HR group. When she views the chart, she sees
both the Secure style and the Normal style as shown in the following chart.

B & Planving S £l [ B v ddseach &

Group: H
Styles Wiew )
[=) Normal
[&) Secure
Sales
Sales Manager
hary Smith
hr: 1
salary: £0000.00
phione: 108
T
T I T 1
Sales H Sales | Sales Sales Seles
Sales Person  Sales Assistant : Sales Support Sales Person Sales Assistant
Sam Jones v Mariz Gonzales 1 Sally Hastings Martha Weagner Jane Hamitton
hi: af ik ol (b af | ol |hr 0
alary: 5000000 + salary. 3000000 salary: 35000.00 salary: 35000.00 salary: 35000.00
phone; 106 + phone; 116 1 phione: 110 phone: 111 phone: 108
| Levels shown: 2 | Shown head count: 5 | |
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OrgPlan Security (OrgPublisher
Premier)

With OrgPublisher premier, you can work with web-enabled what-if planning
charts. OrgPlan provides the ability to create and share organizational models.
These charts contain separate menus from the standard published charts.

When a chart is published in OrgPublisher Premier with the OrgPlan feature
enabled, end users can open the PluginX or EChart rich client chart and create a
new Organizational modeling or Succession planning chart, or work with existing
OrgPlan charts. The following figure indicates the Publishing Wizard dialog where
the OrgPlan options are selected.

Publishing Wizard —— — = ]

L

The OrgFlan feabure allows managers fo make madifications to arses of a When vou enabke web-based
private warsion of the chart and then submi & ist of changes OrgPian, your pubbshed char
containg an addsional Manning
button in the taolbar.

Enable Orgarizational Flanning
End users can then save a chart

Enable Succession Flanning for modsfication in such areas as
oba, poslion bypes, diresl ar
ndirect reparts, open postons,
and maving employees o
different hierarchies

Cince modifications are
complete, the planning chars
can be sent v the administrator
or & project manager Tor review.

n addition, change reporis and
revesgns hsiories can be
penerabed for each of the
planning charis

Figure 37.

Selecting the OrgPlan what-if planning option opens the Planning Charts dialog
in the Publishing Wizard. Then next dialog allows additional selections, including
password security.
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Figure 38.
Here you can select whether or not users are required to use a password on any
what-if planning charts initiated by a user.

If you do not select this option, then setting a password for the OrgPlan chart is
optional for the user creating or saving the chart.

The following figure shows the Create New Planning Chart dialog that opens
when you create a new OrgPlan chart.
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7% New Organizational Planning Chart .

You are about to create a new organizational planning dhart.
You can use the chart to perform modeling of your corporate
hierardhy.,

This chart will ndude boxes from ‘Russel Heis - Padific Eastern’
and dowin.

Please enter & name for the new organizational planning chart:
OrgPlan for Russell Hes - Paofic Eastern

Qplions

| Password protect this chart
1SS0
ctype password

[¥] Create a shortout to the chart on my Windows desktop

| Create and edit chart | | Cancel |

Figure 39.

The Password Protect This Chart option is available, which will require that this
chart have a password. Once created, OrgPublisher prompts anyone attempting
to open this planning chart for a password.
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