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OrgPublisher ECharts

The purpose of this document is to provide detailed information on
OrgPublisher’'s ECharts and the information you need to deploy this feature.

EChart publishing is designed to publish charts with a large number of records
and/or custom fields, or when you would like to publish secure charts based on
authentication methods (Microsoft® Active Directory or custom methods using
custom fields). ECharts are published in two ways: EChart Rich Client uses the
OrgPublisher PluginX discussed in this document. EChart Thin Client requires no
end user browser component add-on.

A Microsoft® 11S (ISAPI enabled) Windows® XP, Windows® 2003 Web server,
Windows® 2008 Web server or Apache™ HTTP Server 2.0+ running Windows®
operating system is required to display an EChart. A virtual directory with
execute permissions for scripts and executables must exist on the Web server.
The URL to the virtual directory is entered as part of an EChart publishing
definition.

Several files are created when ECharts are published. These files can either be
published to the virtual directory folder, or published locally and then copied to
the virtual directory folder. OrgPublisher includes an FTP client that can be
configured in the publishing definition.

All files have the same name with different extensions:

e .ocp — Similar to a current OCP file except that it contains no records.
Instead, it contains information needed to contact the EChart server.

e .dIl — The ISAPI DLL file. This is the Web server control file that controls
loading and unloading of chart data into memory.

Note: The DLL file must be replaced if you upgrade OrgPublisher.

¢ _htm — The standard htm file created when publishing. This is the file
used to access the org chart. PluginX is required to view a Rich Client
EChart.

e .js — This is a Java Script file that is called by the HTM file. It checks the
codebase value and provides the code necessary to call the PluginX and
load the chart file.

o cfg.xml — This file is used only by EChart Real-time charts and Thin
Client charts.

o .0odbx — This file indicates multiple data sources were used to create the
chart.
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e .0ocs — The EChart data file. This file contains the actual chart data.

Note: All file security authentication access for this file must be removed
to prevent users from downloading it. Use IIS manager, changing
the file properties on the File Security tab.

e _bat — A batch file that can be used for automated publishing of the
EChart. The publishing process will only create this file if it does not
already exist. It performs the following steps:

e Unloads data from the EChart server’s memory. This is important
because if the server has data loaded, it might not have enough
memory to publish.

e Publishes the EChart.

e Loads the new EChart data into the server’s memory.

The BAT file must be executed to refresh the chart. The Publishing Wizard
cannot unload and load the data.

The batch file is created using the current computer where OrgPublisher is
installed. If you publish to a different computer than the one OrgPublisher
is installed on, the batch file will require modification because paths
change.

Log Files

ECharts log activity when published and accessed using EChart security. The log
file is the same name as the file that is published. When the Web service is
restarted, the next access to the EChart causes a new log file to be created. The
previous log file is renamed to preserve past information. This occurs up to 9
times. After that, each log file is cycled through the 9 backup files, and the 10th
file is then lost.

Special EChart Security Considerations

Normally ECharts are published to a physical chart folder with Scripts and
Executable Permissions and users access it with a link to the virtual directory
where the files were published. Figure 1 shows the normal access flow.

e The HTM is accessed.

0 The HTML code checks to see that the OCX is loaded. If it is not
loaded, it attempts to automatically download and install it (see
PluginX section)

0 The HTML code then calls the OCP file
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e The OCP file points to the DLL location. This location is the published
virtual directory specified when creating the publishing definition.

e The DLL file assumes the OCS file is in the same folder as the DLL. It
accesses the OCS file, filters the actual chart data based on security
definitions for the published chart, and serves the resulting data as an org
chart to the browser.

Normal Echart File Flow
Physical Chart Folder/URL with Scripts and Executable Permissions

OCSs Batch
HTM JS OCP DLL (actual data) file ..cfg. XML

Figure 1

Note: This scenario creates a security issue, due to the fact that you have a
folder that has execute permissions. If a non-authorized DLL was placed in
this folder, functions from this DLL could be executed from the virtual directory.

Starting with OrgPublisher 7, the DLL is engineered to first look for the OCS file in the
same folder where it resides, and if it does not find it, it then looks for an INI file that
contains the path of the OCS file. This data flow is shown in Figure 2 below.

New Echart File Flow
Physical Chart Folder with no execute permissions

oC oCS Batch
HTM JS P [ F’ (actual data) | | file | | ~¢f9XML

» DLL [ INI J

Scripts and Executables Folder/
Virtual Directory

Figure 2

This new capability allows you to publish chart files to a physical directory that is
different from the virtual directory, allowing you to “isolate” the Scripts and
Executables folder.

The INI file would have a section that is the same name as the published EChart.
Below is an example.

[OrgPublisherEChart]
OCS_PATH=""C:\Path\To\Ocs\File.ocs"
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Multiple ECharts on a Web Server

When multiple ECharts exist in the same virtual directory, they all share a single
process (dllhost.exe). There is a limit of four (4) memory allocations a single
instance of dllhost.exe can perform.

The implementation solution for this scenario involves running each EChart in a
separate instance of dllhost.exe. When run this way, each EChart has its own
process in which to live. It's also much safer. In the event of an error, only the
affected EChart will stop responding.

To implement this, create a virtual directory on the Web server for each EChart.
The virtual directories should have execute permission and ‘Application
Protection' set to 'High (isolated)’. The charts are then accessed through their
respective virtual directories. HTTP redirects can be used so that the end user is
unaware that multiple virtual directories are used.

Internet /7 Intranet Web Server

The OrgPublisher application utilizes a Windows® platform computer, which can
be either a network computer or a Web server. For large charts utilizing EChart
publishing (discussed later in this document), a Web server utilizing Microsoft®
Internet Information Server (11S) is required.

EChart Server Requirements

e Pentium® PC compatible or greater
A Microsoft® 11S (ISAPI enabled) Windows® 2003, Windows® 2008,
Windows® XP, Web server or Apache™ HTTP Server 2.0+ running
Windows® operating system

o A virtual directory with execute permissions for scripts and executables on
the Web server

e 60 MB available hard disk space

e 1 GB of RAM minimum, depending on chart size

Web Browser Requirements

Determine the publishing option that best fits the need of the organization.
Different browser and server requirements apply depending on the selected
publishing option.

Publishing option choices include:

e Graphic, HTML, (publishing formats that require no additional browser
components).
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e PDF, requires free Adobe® Acrobat® Reader® 9

¢ PluginX, which provides interactive org charts. This option requires
installation of the OrgPublisher PluginX component.

e EChart Rich Client, which also requires the OrgPublisher PluginX
component.

e EChart Thin Client, which requires no plug-in to view the published chart

OrgPublisher PluginX Browser Specifications

(EChart Rich or PluginX options)
e Pentium® PC compatible or greater

e Microsoft Windows® XP, or Windows® Vista™ operating system
e 512 MB of RAM

e 60 MB available hard disk space

e Microsoft® Internet Explorer 6 and later for all versions of Windows®
mentioned above
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Charts on Windows® Server 2003

When publishing to Windows® Server 2003, some additional settings are
required.

You may also have to refer to the Set the MIME Type section later in this
document.

Web Server Extension

1. Open the Control Panel window.

2. Open the Administrative Tools window.

3. Open the Internet Information Services window.
4. Expand Internet Information Services.

5. Expand the (local computer) option.

6. Expand Web Service Extensions.

7. In the right pane of the window, select Add a new Web service extension.
The New Web Service Extension dialog opens.

8. Type a name that represents the name of the file you publish as an EChart
in the Extension name field.

9. Click Add next to the Required files pane, and Browse to the published
chart folder. Select the EChart file name that ends with the .dll extension.

10. Select the Set extension status to Allowed check box.
11. Click OK to close the New Web Service Extension dialog.

12. Close the Internet Information Services, Administrative Tools, and Control
Panel windows.
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EChart Server Setup

To set up the EChart server, do the following:

1. In Windows® Explorer, create the folder c:\inetpub\wwwroot\Echarts.

2. Right-click My Computer and select Manage. Expand Services and
Applications, Internet Information Services, and Default Web Site.

The Computer Management window opens.

CJ computer Management ; o ] 4
| tcn von || & > | E|m|F BB 2|/ E2]> 80
Tree I Name | Path
El @ Storage :I @IISAdmin CAINMT sy stem 32 inetsriisadmin
-2 Disk Management @MSADC c:Yprogram files\commen filesisystemimsadc

@ Disk Defragmenter @IISHeIp cwinntihelplishelp
.= Logical Drives Ei_vti_bin C:\Program Files\Comrmon Files\Microsoft Sharediweb Se.

S @ Removable Storage GPrinters CHWINMT \webiprinters
EI @ Services and Applications @Orgcharts CiinetpubiwawrootiEcharts
-4y WMI Control @Deptchart Zinetpub! oot Echarts
-4 Services [ opweb

-8 Indexing Service
EI% Internet Information Services
-y Default FTP Site
B ﬂ Eu-rzulr web Si
115 Adrnin
o MIADC
e T15Help

I Ei _wki_bin

Printers
-- OrgCharts
-3 DeptChart

&1 opweb

[-Z Default SMTP Virtual Serw
4 | _'I_I < ]

Figure 3

3. Right-click Default Web Site and point to New, then to Virtual
Directory.

The Virtual Directory Creation Wizard opens.
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¥irtual Directory Creation Wizard x|

Welcome to the Virtual
Directory Creation Wizard

This wizard will help you create a new virbual directory on
this web site.

Click Next to continue.

< Back Cancel
Figure 4
4. Click Next.
The Virtual Directory Alias screen opens.
¥irtual Directory Creation Wizard x|
¥irtual Directory Alas T
“Y'ou must give the vitual directony & short name, or aliaz, for guick reference. @J

Type the aliaz you want ko use to gain access to thiz Web vitual directony, Use the
zame haming cohventiohs that you would for naring a directory.

Aliaz
Echarts

< Back I Ment > I Cancel

Figure 5

5. Use Echarts as the Alias. Click Next.
The Web Site Content Directory screen opens.
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¥irtual Directory Creation Wizard x|
Web Site Content Directory T
Where iz the content you want to publizh on the Web site’?

Enter the path ta the directary that contains the cantent.

Directary:

C:\inetpubhwisrootsE charts Browse. . |

< Back Cancel

Figure 6

6. Browse to C:\inetpub\wwwroot\Echarts and click Next.
The Access Permissions screen opens.

¥irtual Directory Creation Wizard x|
Access Permissions T
What access permizsions do you want to set for this wirtual director?

Aillowy the following:

¥ Bead

¥ Execute [such as |SAP1 applications or CG1)
[ wiite
[~ Erowse

Click Next to complete the wizard.

< Back I Ment > I Cancel

Figure 7

7. Select the Read and Execute check boxes, and clear the other check
boxes. Click Next.
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The You have successfully completed the Virtual Directory Creation Wizard
dialog opens.

8. Click Finish.
The Virtual Directory Creation Wizard closes.

9. In the Computer Management window, right-click the Echarts folder and
select Properties.

The Echarts Properties dialog opens to the Virtual Directory tab (Figure
8).

Echarts Properties 2|

Virtual Directory | Documents | Directory Secuity | HTTF Headers | Custom Erors |

YWhen connecting to this resounce, the content should come from:

& & directory located on this computer

" A share located on anather computer
A redirection to a URL

Local Path IE:'\inetpub'\wwwrool'\Echarts Browse... |
[~ Script source access v Log visits

¥ Read V¥ Index this resource

[ white

[ Directony browsing

Application Settings

Application name: IE chartz Remove |
Starting paint: <Default tWeb SitexhE charts

Configuration. .. |
Execute Permizsions: |S-:ri|:-ts and Erecutables hd
Application Protection: I Mediurn [Poolzd] j Urilead |

QK I Cancel | Lpply | Help |

Figure 8
10. Select the Read check box.

11. Select Scripts and Executables from the Execute Permissions drop-
down list.

12. Click the Directory Security tab.

The Directory Security tab opens.
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-
| ECharts Properties

Figure 9

13.In the Anonymous access and authentication control section, click
Edit.

The Authentication Methods dialog opens.
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PR =
| Authentication Methods

IUSA_Tv104 '

Figure 10
14. Select the Anonymous access check box.

Make sure the Username is IUSR_<computername=, where
<computername= is the name of the EChart server hosting the Web
server.

15. Select the Allow 11S to control password check box and click OK.

The Anonymous User Account dialog closes.

16. Click OK on the ECharts Properties dialog, and close the Computer
Management window.
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Choosing DCOM Settings

Note: The following instructions apply to both Microsoft Windows® 2003 and
Microsoft Windows® 2008.

1. Start OrgPublisher from the server where it is installed.
This loads the application into DCOM.
2. Close OrgPublisher

3. Click the Start button on the taskbar, and select Run.
Type DCOMCNFG in the Open field and click OK.
Note: If you receive a CLSID Warning message, click Yes.

The Microsoft Windows® 2003 and 2008 COM Properties dialog opens

+ Component Services ;IEIEI
B Fie  Acion  Yiew Window Help T TS
2 | AE XEE @B % :

[_] Console Root
= Component Services
% [ Compubers hame #pphcation ID =
=5 15} My Computer #retman {27AF7SED-2009-11D1-B1 CE-O0805FC 1 2706}
-2 ComM+ Applications B etMeeting {SCESSCDAE-5179-1102-9310-0000F87SAEL T}
¥ ‘3 DCOM Corfig # stwork Provision... {39ce474e-55¢1-4b84-9be2-2600c3356506}
#-(2 Distributed Transaction ¢ [&Bnpce {83B30002-51E6-4B67-B075-643CAF 1 48006}
& -[_] Running Processes OGACheckControl  {184CB7FC-E0BT-400E-A225-4 COOB02C TOAR)
#1-{g] Evert viewer (Local) OlnfoP12 {7AZAG24F-CAT6-41 35-5845-0451 74463039}
£ E Services (Local) g J9FE-1 1d0-4658-0000C0%1 21 9C
{C04E4ESE-G9E6-4300-9CED-D3F2CTFEASCA)
W Outlook Message ... {00020003-0000-0000-C000-000000000046}
& Crverlay Class {01 BBYE10-B430-4088-851 0-CBOCZ14CFF IR} -J
| Paintbrush {D3EI4621-9075-101 A4-BCI0-00AR001 A 1652}
POFPrevndr {B2IEFFEC-E747-4173-2503-00F5 1 1661 DF 3}
FOFPrevtindirShim  {SD236751-TES 1-4F24-9E70-93C5655 | B206}
POFShellnfo {AS090EDS-F1E2-41CE-BOW1-SAEBEC 32 IFDEL
PeniMC2 {63CERD27-426A-41F9-3E51-549C1 1 32DAES}
Fhoeniz {B4BICAZE-IEAC-4406- 340 -4656F 1 520F50}
PrintFilterPipeine,..  {76dblbf3-e820-4765-alb2-0bl eadebl 950}
A RDsessMgr {03BABEA4-4138-44C4-A492-4A30F06AE08A}
ROSHost {5123EBE0-FO0E-46 | C-BEC3-CEEESZSE1 3ER)
4 I I LI R el e SEhFsns ANRARRMSAZ-NAAL- 1 1 AN-OF NA-NNan>4RRFTF ;I
| I
Figure 11
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4. Search for OrgPublisher 9 Document; right-click and select
Properties.

The OPAuto Document Properties dialog opens.

OPAuto Document Properties e

Generall Location  Security I Endpointsl Identit_l,ll

i~ Launch and Activation Permizsions

" Use Default

Access Permizgions

 Use Default

% Customize Edit... |

Figure 12

5. Select the Security tab to set the Launch and Activation
Permissions and the Access Permissions.

6. In the Launch and Activation Permissions section, select
Customize, and then click the associated Edit button

Note: Make sure the users and groups are from the WebServer.

7. Add the following Users & Groups - Check Local Launch
Permissions:

e Administrators Group

e Interactive Group

e |USR Account

e IWAM Account

e Network Group

e Network Service Group
e OPWeb_ LG Group

e System Group

Note: Windows® 2003 and 2008 Server — the OPWEB_ LG Group must have
all four items checked: Local Launch, Remote Launch, Local
Activationand Remote Activation.
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8. Set the same permissions as above for the Access Permissions section
for both Windows® 2003 & 2008.

9. If you had the OPAuto Document entry, Follow steps 5 — 8.

Windows® 2003 Additional Settings
Set the MIME Type

1. Start Internet Information Services (11S).

.!." Internet Information Seryices (I15) Manager

q:! File  Ackion  Wiew Window  Help

«» BmEEFEBE 22y =0
f:l Internet Information Services Mame

E‘il SUPPORTZES flocal compuk ___J application Poals
_,.] #pplication Pools ) wWeh Sites
[#-_ Web Sites
- web Service Extension:

__Iweh Service Extensions

Figure 13

2. Select the Computer, right-click and then select Properties.
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E {0OrgPubiisher

SUPPORTZ2K3 (local computer) Propetties 21 x|

Internet Information Services |

Allows you to edit the 115 metabase configuration file while IIS is
running.

MIME Types

Registered MIME bypes (file extensions):

— UTF-8 Logging

Allovws 115 to write log entries using UTF-8 encoding instead of local

Jaaf applicationfoctet-stream

323 testhazz 3 hew. . |

x|

 |aca applicationjoctet-stream Edt,,, |
code page. LA applicationfinternet-property-stre — .
MIME Type x|
[ Encode Web logs in UTF-8
. Extensian: I-OCP
~ MIME bypes . MV bype: f P

o 115 serves only files with extensions
registered in the MIME types list, To LIAEE W3 o | Cancel
adad

configure additional file extensions,
click MIME Types, - | Extension:

MIME bype:

0K Cancel

oK I Cancel | Anply | Help |

Figure 14

Click MIME Types

Click New, and then Enter.

Use .OCP for both Extension and MIME Type.
Click OK.

A

Enable ISAPI DLLs

1. Start Internet Information Services.

Expand Local Computer and select Web Services Extensions.

Right-click All Unknown ISAPI Extensions and select Allow.

ol N

Click Yes on the warning message.
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,!._’ Internet Information Services (IIS) Manager - |0O) =
t’ File Action Wew Window Help | = |
= |BHE BE|2(2]r 50
h Internet Information Services . Web Service Extensions
B8 SUPPORT2KS (local camput
_J '°'PP"CE_'ti0n Paals # | web Service Extension | status
j meg gltes. st “F Al Unknown CGT Extensions Prohibited
e 'eb Service Extension:
Ao Unkoo hensions Prohibited
= - ... | i Activ_ Prohibited
Frahibit P
| TR |4 ase.  Erchibit tllowed
Fraperties UL ar Prohibited
remo ——— Allawwed
Tasks Serve  Help Prohibited
s WebDAY Prohibited
I 5dd & new Web service extension...
Allow all Web service extensions for &
specific application. ..
I prohibit all Web service extensions
@ Open Help
«| | ¥
| I I Futended 4 Standard 7

Figure 15

If you do not wish to enable All Unknown ISAPI Extensions then you must
select Add a new Web service extension, and add an extension for each
published chart DLL file (a file with the name of the published chart file that
has an extension of .dll) that you plan to use on the Web server.
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