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Introduction

The purpose of this document is to review each of the different levels of security
for a published chart, including the data within a published chart.

It does not cover external security configuration of the network file structures or
external resources such as servers. It also does not cover Single Sign On. These
topics are beyond the scope of this document. For more information on
implementing this type of solution, please contact support@aquire.com.

OrgPublisher can set different levels of security for a published chart, depending
on the publishing format you use. Also, depending on the version of
OrgPublisher, there are several levels of security you can use with org chart
data. These levels are:

e Basic chart encryption with password protection

e Authentication using either Windows NT® operating system
authentication or manual authentication using specified user IDs and
passwords

e Custom field level security based on group membership
o Style level security based on group membership
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Securing a PluginX Chart

OrgPublisher contains a security feature for charts published in the PluginX
format; this feature encrypts the chart and sets a password. When end users
access an encrypted chart, they must enter the password before the chart
opens.

There are two levels of encryption, 40 bit and 128 bit. OrgPublisher uses 40 bit
encryption by default. To determine which encryption pack is installed on your
machine, start Internet Explorer and select About Internet Explorer from the
Help menu.

1. Follow the dialogs in the Publishing Wizard, selecting the PluginX publishing
format.

2. When the wizard opens the Password dialog, select the Password protect
this chart check box.

Publishing Wizard ]

“You may password protect this chart. This wil encrupt the The chart may be
data and the passwond will be required to view it hassword protected
which wil alzo encrypt

Password pratect this chart the chart for security
reasons

Pazaword Protection Options

(%) 40 bit encyption
(3128 bit enciyption

[ llows Remember my password' option in the: Plugird

[ < Back ] Mest > [ Cancel ][ Help J

Figure 1
Type the desired Password
_Or_

If you want users to access the chart without typing the password each
time they open it, select the Allow ‘Remember my password’ option in
the PluginX check box.

NOTE: If you select 128 bit encryption, users without the Microsoft High
Encryption Pack installed on their machines cannot view the chart.
3. Complete the Publishing Wizard.
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When OrgPublisher or Internet Explorer opens the encrypted chart, the Enter
Password dialog opens. If you selected the Remember my password option
when you published the chart, that check box appears in the dialog.

Enter Password x|

This chart is lacked and requires a
passwiord o view ik,

Passwiord; I

[ Remember my password

nlock, I Cancel

Figure 2
4. Type the correct Password and click Unlock to open the chart.
_Or_

If you select Remember my password, you will not need to type the
password each time; the chart will open in the same way an unprotected
chart does.
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EChart — Org Chart Authentication

OrgPublisher contains an EChart security feature that provides security at the
chart, custom field (for both Rich and Thin Clients) and style levels (for Rich
Client only). For information on field level security, see EChart — Field Level
(Role-based) Security Scenarios.

In order to secure ECharts, the OrgPublisher input file must contain a unique
user ID custom field record. Additionally, if the manual entry of a password will
be required, you must also keep the password information in a custom field
record in the input file.

OrgPublisher uses the Microsoft Active Directory® operating system
authentication to help secure a published chart. Authentication provides the
knowledge of the location of each person in the chart, and OrgPublisher users
must be charted in order to open a secured EChart.

The Publishing Wizard provides chart level security options; the Custom Field
Properties dialog provides the field level security options.

The List View, Profile View, Search View, and Search dialog all reflect the same
authentication level.

Commands, such as Go to top of chart, Display Whole Chart, and the drill-
up/drill-down buttons, all recognize the "top of chart" as the user's supervisor
box (exception: if the user’s box is the starting box and drill up has been turned
off, the user’s Supervisor’s box is not visible), and does not display chart
information beyond that point.

Note: EChart security works well only with an unbroken hierarchy. Orphans
within a secured chart may cause unexpected results.

There are four types of authentication.

e Full Microsoft Active Directory® authentication — the server
automatically recognizes you by your Windows Domain user ID and
password, and opens the OrgPublisher EChart at your box. The User ID is
designated in the input file record and selected in the Publishing Wizard
when activating this security type. If a user is dialing in and is not
automatically recognized, OrgPublisher prompts for a user ID and
password.

NT authentication for EChart thin client always requires the manual entry
of the user's password.
You can specify the Format of User ID field:

0 User ID only
o Domain/User ID
0 Domain.company.com/User ID
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OrgPublisher places the user in the chart at the starting point defined by the
publishing definition. This option requires a custom field containing the Windows
NT user ID.

e System user ID/box Linkage — the server grants access to the chart to
any user ID on the user machine. This is not a secure setting. The
chart opens at the user’s box.

This option requires a custom field containing the user ID of the
computer.

This option is not secure because it uses whatever ID is logged on to the
computer. It can be a local computer account, which could be created by
anyone with appropriate access to the computer.

o Chart authentication — the server prompts each user for a user ID and
password in order to open the OrgPublisher EChart. The user IDs and
passwords are contained or present in the input file record and selected in
the Publishing Wizard when activating this security type.

This method requires a custom field containing the value of the user ID,
and another custom field containing a password value. This password can
be randomly generated and fed into the chart data by an external
program.

e Reverse proxy — The user ID is supplied in an HTTP header. When a user
accesses the chart URL, a reverse proxy server intercepts the request
and, through an authentication program/method, supplies the appropriate
user ID as a variable in the HTTP header and sends it to the original
destination.

The EChart uses this variable value provided in the header to perform a
lookup in a specified custom field containing the user IDs.

e Private fields (Field level security) — the server does not pass private
field information into the OrgPublisher EChart for users not specified in
the Custom Field Properties dialog Security option.

Note: To prevent the circumvention of your user level security,
you must restrict all users from accessing or transferring the .ocs file
in the EChart publishing directory.

In addition to chart security options, ECharts also control the starting point in the
org chart. Options are:

e Top of chart

e Supervisor’s box

e User’s box

e A box specified by a particular custom field

The information contained in this document is confidential and proprietary to Aquire Solutions, Inc. This information
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The Allow users to drill up from starting box check box allows users to
navigate to levels above their box in the chart.

Clear the check box if you do not want users to navigate above their own chart
level.
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Securing an EChart at the Custom
Field Level

1. Verify that you have stored the appropriate custom field records in your input

file.

2. To set field level security, from the Data menu, select Custom Field

Properties

-0r-

Click the button in the toolbar.

Note: If you do not need field level security, proceed to Step 7.

The Custom Field Properties dialog opens.

Custom Field Properties

Field label Type Calc Field Population Assigned To Sample Seq. A
Hired: Date All Position Types | 20020824 20 _
Degree: Text All Position Types | B3 7 |
University: Text All Position Types | University of North Caro| 22
Gender; Text All Pogition Types  |F 23
Ethnicity: Text All Position Types | African American 24
State: Text All Position Types  |IMA 25
Country; Text All Position Types  |USA 26
b | Salary: Currency All Position Types  [£0000 27
PayGrade: Text All Position Types |24 28
FTE: Numeric All Position Types |1 29
ExemptStatus: Text All Position Types  |E 30
Birthdate: Date All Position Types | 1961082% 2
RetirementDate: Date All Position Types | 20250825 32
| annanez: Tewt &1l Pnzitinn Tunesz Ruz=zian 23 :
(_ | l
[ Ingert ] [ Delete ] [ Format ] [ Hotgpot Attachment ] [ Securty ]
Drag and Drop for &l Pozition Types L Cloze ] [ Apply ]

Figure 3

3. Select a custom field (Salary) and click Security.
The Custom Field Security dialog opens.
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Custom Field Security x|

" Allow this Field to be searchable in the search wiew and the search dialog. Making a
field non-seatchable does nok hide the field in the chart and other views,

r—Options For secure ECharts

Fields can be secured based on the user's place in the hierarchy,
This field should be viewable in:

% Entire chart
 User's box and subordinates
" User's subordinates only

Fields can be secured based on a group that the user belongs to. This Field
should be viewable only by users who are in this group:

IEvervone j

Figlds can be secured so that they're only visible in the records of members
of a certain group:

IEvervone j

Mote: Fields will be visible only when all of the above criteria are satisfied. For
example if a field is set to display for the user's subordinates and group ', the
field will only be wvisible in subordinate boxes of users who are in group "',

QK Cancel

Figure 4
4. Select the search options for the chart:
If you want the chart users to be able to search for the custom field in the
published chart, select the Allow this field to be searchable check box.
_or_
If you do not want the chart users to be able to search for the custom field in
the published chart, clear the Allow this field to be searchable check box.
5. Select the radio button that best fits the user audience you want to access
the field:
e Entire chart — Select this radio button if you want the field displayed
throughout the entire chart. This is the default option.
e User's box and subordinates — Select this radio button if you want the
field displayed only in the user's box and all boxes below it.

e User's subordinates only — Select this radio button if you want the
field displayed only in the boxes below the user's box.

6. From the drop-down box, select the group (if any) that you want to access
the secured field. The default option is Everyone. Fields display in the chart
when both the user audience and group criteria are satisfied.

7. Click OK.
The Custom Field Security dialog closes.
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8. Click Apply, and then click Close to accept your security settings and close
the Custom Field Properties dialog.

9. Open the Publishing Wizard by selecting Publishing Wizard from the Tools
menu

-0Or-

Click the Publishing Wizard ®EBED utton in the toolbar.

10. Select the Advance Mode publishing option, and then follow the prompts in
the wizard dialogs. When you reach the Security dialog, select a security level
option.

If you select to secure your chart, users must appear in a box in the chart in
order to open the chart.

Publishing Wizard 1. il

ECharts provide several advanced security options.

—Select a chart security optian
% Unsecured - All users can view the entire chart

"~ Active Directory® authentication
" System uzer [D/box linkage [hot secure]

Chart - Usger enters uzer ID and password
Can be used with portals for single signon

Pazzwiord field: IF'assword: j
"~ Reverse prosy - User ID iz supplied in HT TP header

¥ | Pazsed|as & cockie

‘Securing your org chart protects
=ensitive information from being
read by unauthorized
indliviciuals.

"ou may control who can
access the org chart, and what
portion of the hierarchy each
LISEF Can viewy.

To restrict access at the custom
field level, vist the Custom Field
Eciit Ciialog via the menu item,
Data/Custom Field Properties.

Yariable [LISEFR_ID

User ID field: ILlserid: j

Format of User D figld: ILlser 1D anly j

Starting box in chart
& Topof chatt ¢ Supenvisor's box

) User's boy 71 By |0 i this fieldi| CPR: j

¥ allow uzers badrill up from starting box

¢ Back I Mext » I Cancel Help

Figure 5
There are five security options:

e Unsecured — Grants access to all users.

e Microsoft Active Directory® operating system authentication —
Grants access to only those users who have Windows NT access and

who are actually located in the chart.
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e System user ID/box linkage (not secure) — Grants access to any user
ID on the user machine. This is not a secure setting. The chart opens at
the user's box.

e Chart — Requires users to type an ID and password to open and view
the chart.

e Reverse Proxy — The user ID is supplied in an HTTP header. When a
user accesses the chart URL, a reverse proxy server intercepts the
request and, through an authentication program/method, supplies the
appropriate user ID as a variable in the HTTP header and sends it to the
original destination. The EChart uses this variable value provided in the
header to perform a lookup in a specified custom field containing the
user IDs.

Note: An alternate option allows the variable to be passed as a cookie.

11. If you selected Chart, select the Password field containing the password
information. This must be stored in a custom field record in the input file.

12. Select the User ID field that holds the unique user ID. This information
must be stored in a custom field record in the input file.

13. In the Starting box in chart section, select the box you want
OrgPublisher to display as top of chart.

e Top of chart — Opens the chart at the original top of chart box,
displaying all levels in the chart.

e Supervisor's box — Opens the chart at the user's supervisor's box,
displaying all levels from that point downward.

e Employee’'s own box — Opens the chart at the user's box, displaying all
levels from that point down.

e Box ID in this field — Opens the chart at a top of chart box other than
the previous options. This unique ID must be stored in a custom field
record in the input file.

14. The Allow users to drill up from starting box check box allows users to
navigate to levels above their box in the chart. Clear the check box if you
do not want users to navigate above the starting box designated.

15. Complete the Publishing Wizard.

When the published chart opens, it reflects the security options you
selected here.
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Scenario Examples

Let’'s examine some scenarios based on the chart security options covered so far.

Since Unsecured and System User ID/box linkage do not represent secure
options, and behave the same way upon entering the chart, we will concern
ourselves with the Microsoft Active Directory® authentication and Chart user
ID and password.

All data in the following sample chart is fictitious and not intended to represent
an existing company.

Management

Management

Chief Executive Officer
Mathew Austin
ugeric: maustin
password:  password

Support Staff

Executive Assistart -
HR:
Sue Johnzon
useric: zjohnson
password  password

v

Finance Information Sales
Systems
WP - Finance Sales Manacer
Luke Franklin IT Manacer Mary Smith
userid: lfrankiin ke Gibzon useric: mzmith
password  password uzerid: mgibson password:  password
passyword: zecret
Accounting Accourting Sales i Sales
Operations Infarmation Systems H
Accourtart Accourtart " ¥ Sales Person 1 Sales Assistart
Penny Willisms Pam Wilson Operations Metwark Technician Sam Jones T Maria Gonzales
uzeric provillisms uzeric prvilson Mark Dallas Jim Houston uzetid: sjones E uzerid: mgonzales |
password:  password password:  password uzerid; mkallas useric: jhouston password  password Vpassword:  password E
password.  password password  password | | TTTTTTTTTootoomooee
Sales Sales
Sales Support Sales Person
Sally Hastings 1 Martha Wagner
uzetid: shastings uzerid: minagner
password.  password password.  password
Sales
Sales Azsistart
Jane Hamitton —
usetid: jhamiton
password  password

Figure 6
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Microsoft Active Directory® Authentication

The following dialog shows that we have selected Microsoft Active Directory®
authentication. To use this method of authentication, the user IDs must exist in
a custom field in the chart. The field we have chosen to contain the user ID is
named Userid. We have also selected the User ID only format for the data in
the custom field, and have elected not to allow drilling up from the starting box.
Users can drill down (if there are multiple levels below the user). For the
Starting box in chart option, we have chosen the User’s box option.

Publishing Wizard N 5 ll
ECharts provide several advanced security options. Securing your org chart protects
—Select a chart security option zensitive informat_ion from heing

¢ Insecured - &ll users can view the entire chart read by unauthorized
indivicuals.

" Active Directory® authentication
ol may contral weho can

" System uger |D/box linkage (ot secure) access the org chart, and what

Chart - User enters user ID and password portion of the hierarchy each
Can be uged with portalz for zingle signon UsEr Can view:.
Pazsward field: |Password: j To restrict access at the custom

: e field level, vizit the Custom Fizld
" Reverse proxy - User I iz supplied in HT TP header Ecit Dislag ia the menu ftem,

Wariable |USEF|_ID ¥ Fassed as & cookie DataiCustom Field Properties.
User ID fisld: Juserid: =l
Format of User 1D figld: ILISel 1T only j

Starting bax it chart
& Topofchart € Supervisor's bov

) [ser's by €1 By 0 iy this field:| CPR: j

¥ &llovs users o drill up from starting box

< Back I MHext > I Cancel Help

Figure 7

In this example, Mike Gibson is logged into his Windows Active Directory®
Domain. When he accesses the chart, he enters the chart at his user’s box, as
shown in the following chart example.

There are no drill-up buttons, because we have cleared the option that allows
users to drill-up. There are no drill-down buttons because Mike has only one
level of reports. If there were multiple report levels, Mike Gibson could drill down
to see them.
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Information Systems

Information
Systems
IT Manader
Mike Gibzon
userid: mgibzon
paszyard: zecret
Cperations Information Systems
COperations Metwork Technician
tark Dallas Jim Houston
userid: mdallas useric jhouston
password.  password password,  password
Figure 8

Now we choose the same publishing option, only this time we allow the user to
drill up as seen in the following figure.
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Publishing Wizard x|

ECharts provide several advanced security options. Securing your org chart protects
Select a chart zecurity option =ensitive information from being
" Urzecured - All users can view the entire chart read by unauthorized
(indivicluals.

¥ Active Directoy® authentication

“ou may contral who can

€ System uzer ID/box linkage [not secure] R A

Chart - User enters user ID and password portion of the: hierarchy each
Can be used with portalz for gsingle signon LISEr CaN Yiewy.
Pazzword field: IPassword: j To restrict sccess st the custom

field level, wisit the Custom Field

{~ Feverse prosy - User D iz supplied in HTTP header it Dl Vi e Mk e

‘Yarable IUSEH_ID ¥ Passed &z acookis DataiZuztom Field Properties.
User 1D field: f Useridt =]
Format of User 1D field: |User ID anly =]

Starting bow in chart
' Topofchat ¢ Supervizor's box

€ User's box " Box D in this field:l CFR: j

v allows uzers to diill up from starting box

< Back I Mest = I Cancel Help

Figure 9

Mike still enters the chart at the same point, but this time there is a drill-up
button, allowing him to navigate up the tree to view other parts of the chart, as
shown in the following figure.
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Information Systems

—‘ﬁl

Information
Systems
IT Manacer
Mike Gibzon
useric mgib=on
passward: zecret
Operations Information Systems
Operations Metvwark Technician
Mark Dallaz Jim Houston
useric: mdallas useric jhouston
passweard,  password passweord  passwoard
Figure 10
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In both examples so far, Mike has entered the chart at his box. This next
scenario shows the user entering the chart starting at their supervisor’s box with
drilling up turned off. In the following figure and the resulting chart, the user is
Jane Hamilton from the Sales department.

Publishing Wizard x|

ECharts provide several advanced security options. Securing your org chart protects
 Select a chart secunty option zensitive informat.inn from keing
" Unsecured - All uzers can view the entire chart read by unauthorized
finclivicuals.

i pctive Directony® authentication

o may contral who can

" Systern user |0/box linkage [not secure] R e e

Chart - Uzer enters uzer 10 and pazzword portion of the hierarchy each
Can be used with portals for single signon LZEr Can viewy .
Pazsword field: IF'aﬁwnrd: ﬂ To restrict access at the custom

field lewvel, wisit the Custom Field

" Feverse prosy - User 1D is supplied in HT TP header Ecit Dislog via the menu fem.

Warniable IUSEH_ID ¥ Faszed az a cookie DataiCustom Field Properties.
User ID field fUseric: |
Format of User 1D field: IUSEr 1D anly j

Starting baox in chart
" Topofchat % Supervisor's box

 User's box " Box D in this field:_EF‘H: j

[ Allow users to dill up from starting box

< Back I Mt = I Cancel Help

Figure 11
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Jane and her supervisor’s box are both shown in the following figure.

Sales

Sales

Sales Manader
Mary Smith
usericl: msmith
paszword  passwoard

Sales

Sales Person
Sam Jones
uzerid: sjones
password:  password

Sales Assistant
Maria Gonzales
erid: mgonzales |
azzword:  password

'
'
'
'
'
'
'
— .
'
'
'
'
'
'
'

B -

ales Sales
Sales Support Sales Person
Sally Hastings 1 Martha Wagner

uzerid: zhastings Lzerid: My agner
pasavword.  passveord paszword  password

Sales

Sales Assistant
Jane Hamittan —

uzerid: hamittan

pasaward.  passvward

Figure 12

The last option in the Starting box in chart section is called Box ID in this
field. It allows a custom field to identify the starting point in the chart after
authentication has taken place.

In this example, Matthew Austin has decided that he would like to have Luke
Franklin have the same view of the org chart that he does. To do this, a custom
field (called ProxylD in this example) containing the box IDs of the starting box
in the chart. For most people, this will be the same as their normal box ID. But
in Luke’s case, instead of his normal box ID, he will have the box ID of Matthew
in the ProxyID custom field. This special value in Luke’s record would be done
programmatically in the data extract process. The publishing definition settings
are shown in the next figure.
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Publishing Wizard N x|

ECharts provide several advanced security options. Securing vour org chart protects
— Select a chart zecurity option =ensitive information from being
" Unsecured - All users can view the entire chart read by unauthorized
inclivicuals.

* Active Directoy® authentication

"ol may cartral who can

" System wzer |D /box linkage [not secure) acoess the org chart, and what

Chart - User enters user ID and password ortion of the hisrarchy each
Can be uzed with portals for single signon LSEr Can visw.
Pazgword field: IPassword: j To restrict access at the custom

field level, vizit the Custom Field

r 3 . .
Reverse prosy - User ID is supplied in HTTF header Edit Diglog via the meny ftem,

Wariable IUSEH_ID ¥ Passedlas & cookie DiataiZustom Field Properties.
User 1D field: | Useid =]
Format of User 1D field: IUSer 10 orily =]

Starting box in chart
" Topofchat ¢ Supervisor's box

= User's box % Box D in this field:. 'l

[~ &llowe users to dil up from starting bos

< Back I MHest = | Cancel Help

Figure 13

The result shows the chart after Luke Franklin has logged in. Also shown are the
ProxyID custom field values. Since Luke’s ProxylID is set to a value of 1, after

Luke authenticates to the chart he is able to view the chart from Matthew’s point
of view.
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Management

Management

Chief Executive Officer

Mathesw Austin

UserlD: maustin

Pazswoard,  password

ProxylD: 1

Support Staff
Executive &ssistant -
HE
u Sue Johnson

LizeriD: sjolhnzon
Pazswoard:  password
ProceylDn 9

v

Finance Information Sales
WP - Finance Systems Sales Manager
Luke Franklin IT Manager ary Stmith
LizerlCx [franklin Mike Gibson dzeriy m=mith
Password:  password UserlD: tmikeg Pazsword:  password
ProwylD: 1 Pazsward: secret ProylDn 5
| ProceylD: 3 |

v

Ad

Figure 14

v
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Chart Authentication

The next figure shows that we have selected Chart user ID and password. To
use this method of authentication, the user IDs and passwords must exist in
separate custom fields in the chart. The field we have to chosen to contain the
user ID is userid and the password field is password.

The Starting box in chart option behaves the same way for Chart and System
user 1D/box linkage as it does for Microsoft Active Directory® authentication.

Publishing Wizard [ |
ECharts provide several advanced security options. Securing your org chart protects
~ Select a chart security option zenaitive informat.ion from being
= Unsecured - All users can view the entire chart feadbynaithortz d
indlividuals.

" Active Directory® authentication
“ou may control vwho can

" System user ID /box linkage (not secure] access the org chart, and what

¢& Chart - User enters user ID and password portion of the hierarchy each
Can be uzed with partals for single signon Luser can view.
Pazzward field: IPassword: j To restrict access at the custom

field level, visit the Custom Field

" Reverse proxy - User 1D iz supplied in HT TP header Eciit Dislag vis the menu ftem,

Y ariable IUSEH_ID ¥ | Fassedlas & cookie DiataiCustom Field Properties.
User ID field: | Useridt =]
Format of User 1D field: IUser 10 only j

Starting box in chart
" Topofchat ' Supervisor's box

7 User's box  Bow D in this field: CFR: 'l

[~ Allow users ta drill up from starting bos

< Back I Mext > I Cancel Help

Figure 15

With manual authentication, when a user accesses a chart, OrgPublisher prompts
her for her user ID and password. If they enter a valid user ID and password,
OrgPublisher opens the chart at the starting box defined by the publishing
definition.

Security E

Please enter your user ID and password.,

User ID: I

Password: I

Ok I Cancel

Figure 16
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EChart Thin Client Security

EChart Thin Client Security works in the same manner as Rich Client, with one
important exception. With Thin Client security, you must manually login to
access the chart, even when using Microsoft Active Directory® authentication.

If you don’t want to be prompted for your user ID and password perform the
following:

Note: The Web server must be running 11S; EChart Thin Client security does
not work with Apache Web Server.

1. Click the Start button on the taskbar, select Programs, Administrative
Tools, and Internet Information Services.

The Internet Information Services window opens.

2 Internet Information Services

Yes 115 %51

Figure 17
Expand the (local computer) entry.

Expand the Web Sites, and Default Web Site entries.
Right-click ECharts and select Properties from the context menu.
The ECharts Properties dialog opens at the Directory tab.
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echarts Properties

Directory ‘ Documents || Directory Security || HTTP Headers H Custom Emors || ASF‘.N!:—I'|
When connecting to this resource, the cortent should come from:
(%) The designated directory
A share located on another computer

(O Aredirectionto a URL

Local Path: | echarts

[[] Seript source access Log visits

Read Index this resource
[ Write

[] Directory browsing
Application Settings

Application name: |echarts | [ Remove ]
Starting point: <Default Web .. ‘echarts

Execute Pemissions: |Scnpts and Executables v|

Application Protection: |Low (IS Process) V| Unload

[ ok [ cacd J[ ey |[ Hep

Figure 18
5. Click Create.

The Application Protection and Application name fields become available.
Select Low (11S Process) for Application Protection.

Click the Directory Security tab.
The Directory Security tab opens.

echarts Properties

Directory || Documents | Directory Securty | HTTP Headers | Custom Erors | ASP.NET|

Anonymous access and authertication control

Enable anonymous access and edit the
&5 auherticaton mehods for i rssaurce
IP address and domain name restrictions

Grant or deny access ko this resource using
IP addresses o internet domain names

Edit...

Secure communications

Require secure communications and
enable client certfficates when this
resource is accessed

[ ok J[ canesl J[ mpy ][ Hew

Figure 19
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8. Click Edit in the Anonymous access and authentication control section.
The Authentication Methods dialog opens.

Authentication Methods

[] Anorymous access
Mo user name./password required to access this resource.

Account used for anonymous access:

User name: | LISR_3000( | Browse...

Password: |nnnnn |

Allow 115 to control password

Authenticated access

For the following authentication methods, user name and passward
are required when

- anonymous access is disabled, or

- gocess is restricted using NTFS access control lists

Digest authentication for Windows domain servers

[] Basic authentication (password is sert in clear text)

Defautt domain I:I Select...

Realm:

Integrated Windows authentication

[ ok ] [ cancel | [ Hep

Figure 20

9. Clear the Anonymous access check box.
10. Set the Integrated Windows Authentication check box.

11. Click OK to close the Authentication Methods dialog. Click OK again to close
the EChart Properties dialog.

12. Close the Internet Information Systems window.
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Selecting Role-based Toolbars

If you publish an EChart rich client, you can secure role-based toolbar buttons
based on groups.

Note: If your chart contains only one group, the lock icons are disabled.
1. Create any groups needed to secure toolbar buttons.

2. Create a publishing definition for an EChart rich client after selecting the
Advanced Mode option in the Publishing Wizard.

3. When you reach the toolbar button selection dialog, open locks appear to
the left of each securable button.

4. Click on the lock to display security options.

Figure 21
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5. Right-click on the lock to display the available groups. Click to select
individual groups or click on (Select all groups) to include all group

results.
[ lenat
: [Groups that can uze Print :h'r?r:
L & Everyone ot ¢
£ (Select all groups) hin
cearch™ 5 (Unselect all groups)

3 The
point® & J[:?Management Tearm e
Ctor & i
it £ [v] Beset Style Plug

& [«] Chart Layout® Fight
Figure 22

6. After selection, the lock appears closed and the button displays a green
filled check box indicating that it is available for the restricted viewing
audience.

e e e E{M@m wm@mﬁie&x
Eﬂ Stg,u 5 ’Ial;‘mi

# [=] Print
2 [2] Print previes®
£ [ et top of chart
% i .El&p}ﬁ}{;ﬂhﬂ]& chart
'ﬂ . Tmﬂtbap &erar{:fa" & [ .ﬁr‘mm_;; ﬂh-‘c-r-ﬁ

.luf-_|-\.1

Figure 23

Only users who are in the selected groups have access to the locked
buttons when they access the published EChart.
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EChart — Field Level (Role-based)
Security Scenarios

EChart security also provides field level security. Field level security allows users
to view information based on whether or not they are a member of a particular
group.

For example, if you have a chart with salary information, you may want
members of only the HR group to see the salaries. In such a case, use
OrgPublisher to define a group called HR, based on whatever criteria in your data
determines who is a member of HR. All other users are not members of HR.

The following chart shows two custom fields displayed: salary and hr.

Management

Management

Chief Executive Officer
Mathev Austin
—

salary: $200,000.00

hr. 1

Support Staff

Executive Assistant -
HR
Sue Johnson
salary: $35,000.00
hr. 1

b
[ 1
Finance Information Sales
WP - Finance ystems Sales Manager
Luke Franklin IT Manacer Mary Smith
zalary: $635,000.00 Mike Gibson salary. $60,000.00
hir: 1 salary: $70,000.00 hr: 1
hr: a
Accaounting Accounting Sales | Sales :
Accountart Accountant Operations informetion Systems Sales Person | Sales Assistant E
Penny Williams Pam Wilson Operations hetwork Technician Sam Jones 1 Mariz Gonzaies
salary: $35,000.00 salary: $35,000.00 Mark Dallas Jim Houston salary. $50,000.00 3 salary. $30,00000 ;
hr; [1} hr; [1} salary: $65,000.00 salary: $50,000.00 hr: 0 Thr: 1} E
hr: a hr: L
Sales Sales
Sales Support Sales Persan
Sally Hastings Rl Marthia Wagner
salary: $35,000.00 salary: $35,000.00
hr. a hr. a
Sales
Sales Assistant
Jane Hamifton
salary: $35,000.00
hi: 0
Figure 24

The hr custom field indicates whether or not the person is a member of your HR
group (1=yes; 0=no).
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Using Groups to Create Field Level Security

Using OrgPublisher’s Group Editor dialog you can search for and create a
group. In this example, from the previous chart, there are four people that

qualify for the HR group.

1. Save the group as hr.

Group Editor

Group Mame: | HR:

Thiz iz the advanced group

a5 Add 24 Femove

definition editar. Here you

+ Mowve Up 4 Move Down | can viewy and edi the

corterts of & group

Anclfidr | Search Field | Compare Walue Match Caze | definition. “fau can also
hi: =Any Partof .. 1 Mo reorder the components of
the group.
& =simpler way to create a
group is to refine a search
wyith the search dialog and
. : L . th lick "=
Dizplayed image for people in this group " Large icons = C.!C e as
[Mone) Y| & smali Grougp",
™ Hide thiz group in publizhed chart mafl ICons
[T Jugt selection | Search Mow | Save I Save bz | Cancel
Marme: | Job Title: | B Title: | email: | fahione:
ﬁ Mathews ... Chief Execu... Management  mausting@m... 101
,"ﬁ Mark Dall... Operations Operations mdallaz@E@m... 103
ﬁ: Luke Fra... %P -Finance  Finance lfrankling@@m... 104
ﬁ Sue Joh... Executive AL Support Staff  sjohnsoni@... 109
ﬁ Mary Smith Sales Mana...  Sales mamithi@my... 105 _ILI
4 b
| 5 people found |
Figure 25

2. Close the Group Editor dialog and select Custom field properties from the
Data menu.

3. Select the salary field by clicking its gray row selector button.

The Custom Field Properties dialog opens.
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3
Custom Field Properties E\
Field label | Type | calcFisld |  Population | Assigned To Sample | seq. ~
" |Hirea Date All Position Types | 20020824 20
| |Degree Text All Position Types | 55 Z |
" |universty: Text All Position Types | University of North Caro 22
| Genger: Text All Position Types | F 23
|__|Ethnicity: Text All Position Types [ African American 24
| state Text All Position Types |12 25
| country: Text All Position Types | US& 2
[» | salary Currency All Position Types | 40000 27
| PayGrage: Text All Position Types | C4 28
|FE Humeric Al Position Types |1 29
| Exemptstatus: Text All Position Types | 30
| Birthaate: Date All Position Types | 19610529 3
| RetirementDate Date All Position Types | 20260229 32
| anmianes Tet A1l Prsitinn Tunes | Russian e
< | 2
[ inset_| [ Detete | [ Fomat | [Hotspotatachment | [ Securiy |
Drag and Diopfor A1 Fostion Types
Figure 26

4. Click Security.
The Security dialog opens.

Custom Field Security E3

= Allows this field bo be searchable in the search view and the search dialog. Making a
field non-searchable does nok hide the Field in the chart and other views.

— Cptions for secure ECharks

Fields can be secured based on the user's place in the hierarchy.
This field should be viewahble in:

" Entire chart
£ Iser's box and subordinates

" User's subordinates anky

Fields can be secured based on a group that the user belongs to. This Figld
shaould be viewable only by users who are in this group:

HR =]

Eweryone

Moke ove criteria are satisfied, For
Exa ordinates and group '« the
Figld will only be visible in subordinate boxes of users who are in group '

0] 4 I Cancel

Figure 27
Select the Allow this field to be searchable check box.

Select a visibility for the field: the User’s box and subordinates, or for the
User’s subordinates only (selecting Entire chart will not hide the field).

7. Select HR from the drop-down list (selecting Everyone will not hide the
field).
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8. Click OK to close the Security dialog, and then click Close in the Custom Field
Properties dialog.

In this scenario, Mike Gibson is not a member of the HR group. When he views
the chart, he does not see salary information.

Management

Management

Chief Executive Officer
hathewy Austin
hr: 1

Support Staff

Executive Assistant -
B i

Sue Johnson
ke 1

v

Finance Information Sales
WP - Finance ysiems Sales Manacer
Luke Franklin IT Manager Mary Smith
hr: 1 ike Gibson hr: 1

| hr: 1] |

A ﬁ v

Figure 28

Mary Smith is a member of the HR group. When she views the chart, she sees
salary information. Note that she sees it throughout the entire chart. This is
because when we set the security options in the Custom Field Properties dialog,
we set the option to Entire chart.
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Management

Management

Chief Executive Officer
Mathessy Austin
zalary: F200,000.00
hr: 1

Support Staff

Executive Assistant -
HR
Sue Johnzon
salary; $35,000.00
hr: 1

v

Finance Information Sales
WP - Finance Systems Sales Manager
Luke Franklin IT Manager Mary Smith
sakary; $65,000.00 Mike Gibzon salary: $60,000.00
hir: 1 zalary: $70,000.00 hir: 1
| h: a |

v _¢I A

Figure 29

Now we will limit Mary to seeing salary information for her and her subordinates
only.

9. Open the Custom Field Properties dialog.
10. Select the salary field.
11. Click Security.

The Custom Field Security dialog opens.
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Custom Field Security 3 ll

v Allow this Field o be searchable in the ssarch view and the search dialog. Making a
field non-searchable does not hide the field in the chark and other views.

~ Options For secure ECharts

Fields can be secured based on the user's place in the hierarchy,
This field should be viswable in:

~
&

("' Ser s suDOorainates only

Fields can be secured based on a group that the user belongs ko, This Field
should be viewable only by users whao are in this group:

Everyone j
Mate: Fields wil be visible only when both of the above criteria are satisfied, For

example i a field is set to display For the user's subordinates and group ', the
field will only be visible in subordinate boxes of users wha are in group "',

oK I Cancel

Figure 30

12. Select the Allow this field to be searchable check box.
13. Select User’s box and subordinates.

14. Click OK to close the Custom Field Security dialog, and then click Close in
the Custom Field Properties dialog.

Now when Mary views the chart, she sees salary for only her and her
subordinates, as shown in the following figure.
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annbe

Management

Management

Chief Executive Officer

Mathew Austin
hr: 1
Support Staff
Executive Assistant -
M HR
Sue Johnzon
hr: 1
Ad
[ 1
Finance Information Sales
WP - Finance ystems Sales Manager
Luke Franklin IT Manzger Mary Stmith
hr: 1 Mike Gibson salary: FE0,000.00
hr: 0 hr: 1
Accourting Accounting e e e
sccountant Accountant Cperations Information Systems Sales : Sales :
Penmy Willizms Pam Wilzon Operations Metwwork Technician Sales Person H Sales Assistant :
hr: u] hr: 1] Mark Dallaz Jim Houstan Sam Jones 17 Maria Gonzaies .
hr: a hr: i} salary: $50,000.00 : zalary: $30,000.00 ;
hr: af| | b :
Sales Sales
Sales Suppott Sales Person
Sally Hastings T Martha VWagner
zalary: $35,000.00 sakary: $35,000.00
hr: 1] hr: 0
Sales
Sales Azsiztant
Jane Hamitan —
salary: $35,000.00
hr: 1}
Figure 31
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EChart Style Security

With OrgPublisher 7 and later, EChart Rich Client security provides style based
security. Style based security allows users to view different styles based on
group membership.

For example, if you have a chart with salary information, you can create a style
that shows only the salary information. Using the same scenario as in EChart —
Field Level (Role-based) Security Scenarios above, you can set the HR group to
view a style called Secure. Users in the HR group can then see the Secure style,
while users not in the HR group can not see that style.

To configure style based security:
1. Open the File menu and select Styles.
The Styles dialog opens.

Styles |
Mormal Cloze I
Secure
Mew
Delete |
Hotes

Secure chart style to be viewwed only by members of the HR ;I
oL,

[~
For secure rich ECharts, styles may be secured to a group. Please
zelect the group that you want to be able o view this style.

HR =]

E veryone

Figure 32
2. Select the restricted style by clicking the row selector button next to the
Secure field.
3. In the lower pane of the dialog, select the group from the drop-down list
that can view the selected style.

4. Click Close.
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Style Based Security Scenarios

Mike Gibson is not a member of the HR group. When he views the chart, he sees
only the Normal style, not the Secure style, as shown in the following.

[k OroPotsher | il 2 Paia B & 2] B G0 4 Souch 8
Hiancitd v| £ a[e]2ieves [+] @ 100z [+] B Helo

Shyles Wiews 43
(&) Normal

Information Systems

Information

Systems

IT Manacer
ke Gihzon
phone: 102

V—I—|

COperations Information Systems

Opetations Metwark Technician
Mark Dallas Jim Houston
phane: 103 phone: 107

| Levels shown: 2 | Shawn head count: 3

Figure 33

Mary Smith is a member of the HR group. When she views the chart, she sees
both the Secure style and the Normal style as shown in the following chart.

UroPutisher| bl & Planning 52 & 51 [B) B ) ¢l Search 4
ljanettd |5 ale|2levels [+ [100% + | @ Help

Secure Group:
[=) Normal
[&) Secure
Sales
Sales

Sales Manager
hary Smith
hr: 1
salary: £0000.00

phione: 108
T
T I T 1
Sales H Sales ! Sales Sales Sales
Sales Person  Sales Assistant 3 Sales Supnort Sales Pergon Sales Assistant
Sam Jones 1 Mariz Gonzales 3 Sally Hastings Martha Waagner Jane Hamiton
hr: al ihe oy |he af | ol | 0
salary: 5000000 + zalary. 3000000 ! salary: 35000.00 salary: 35000.00 salary: 35000.00
phone; 106 1 phone; 116 3 phione: 110 phone: 111 khone: 108
| Levels shown: 2 | Shown head count: 5 | |
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OrgPlan Security (OrgPublisher
Premier)

With OrgPublisher 7 and later, you can work with web-enabled what-if planning
charts. OrgPlan provides the ability to create and share organizational models.
These charts contain separate menus from the standard published charts.

When a chart is published in OrgPublisher (Enterprise version only) with the
OrgPlan what-if planning feature enabled, end users can open the PluginX or
EChart rich client chart and create a new OrgPlan chart or work with existing
OrgPlan charts. The following figure indicates the Publishing Wizard dialog where
the OrgPlan option is selected.

Publishing Wizard
The OrgPlan feature allows managers to make modifications vwhen you enable |
to areas of a private version of the chart and then submit & weeb-hazed OrgPlan, |
list of changes. vaur publizhed chart
containz an adcdtional
Enable DrgPlan what-if planning Planning button in the

toolbar.

End users can then
save a chart for
modification in such
aress as jobs,
position types, direct
of indirect reports,
open postions, and
moving employess to
cifferert hierarchies.

once modifications
are complete, the w

[ < Back ”_ Mext » J’_ Cancel ]’_ Help ]

Figure 35

Selecting the OrgPlan what-if planning option opens the Planning Charts dialog
in the Publishing Wizard. Here you can select whether or not users are required
to use a password on any what-if planning charts initiated by a user.

If you do not select this option, then setting a password for the OrgPlan chart is
optional for the user creating or saving the chart.

The information contained in this document is confidential and proprietary to Aquire Solutions, Inc. This information
may not be distributed or used for any purpose other than the evaluation of Aquire solutions, nor may it be disclosed
to any party without the prior written consent from Aquire. Copyright © 2001 - 2009 Aquire. All Rights Reserved.

VAW, BQUIre., COom

_—I
Revised 04/14/2010 36



mk:@MSITStore:C:\Program%20Files\OrgPub7\OrgPub32.CHM::/Introduction/Working_with_Planning_Charts.htm�
mk:@MSITStore:C:\Program%20Files\OrgPub7\OrgPub32.CHM::/Publishing/Publishing_a_Chart_for_What_If_Planning.htm�
mk:@MSITStore:C:\Program%20Files\OrgPub7\OrgPub32.CHM::/Publishing/Publishing_in_PluginX_Format.htm�
mk:@MSITStore:C:\Program%20Files\OrgPub7\OrgPub32.CHM::/Publishing/Publishing_in_EChart_Rich_Client_Format.htm�

) ; OrgPublisher 9 EChart and PluginX Security Guide
E.Dr-gpubushep OrgPlan Security (OrgPublisher Premier)

6 NOISH3A

Publishing Wizard

WWhen you enskle the end
uzer to creste a revision
history, the login name
and titne of revizion are
Enable revigion histary recorded. In addition,
comments, if entered, are
alzo recorded.

Planning chartz can provide a hiztory of revisions for each
chart as well as the uger 1D and. if provided, a comment
from the uzer.

*You can reguire that uzers pazsword pratect their
planning charts. Fequiring a password to
open @ planning chart

adds a level of protection
Lo your planning process.

Fiequire that all planning chartz be password protected

[ Set default optionsz for change report.... J ou can zelect the type
of change information
ol wvant to record by
clicking Set default
options for change
FEpor.

[ < Back _” Mest » J’_ Cancel ]’_ Help ]

Figure 36

The following figure shows the Create New Planning Chart dialog that opens
when you create a new OrgPlan chart.

The Password Protect This Chart option is unavailable, which will require that
this chart have a password. Once created, OrgPublisher prompts anyone
attempting to open this planning chart for a password.
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Create New Planning Chart

Yau are ahout ko create a new what-if planning chark, ¥ou can
use this chart to perform modeling of wour corporate hierarchey.

This chart will include boxes from 'Russell Heis - Pacific Eastern
and down,

Please enter a name For the new planning chart:

CrgPlan for Mathew Austin - Management |

Options

‘| Password protect this chart

Password; | [T YT T |

Retype password: | ITITITEL) |

Create a shortcut to the chart on mey Mindows deskbop

[ Zreate and edit chart ] [ Cancel ]

Figure 37
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