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1 EChart Security Overview

Publishing charts as EChart Rich or Thin client allows securing charts on several levels.

e Validate if a user has access to the chart.
Determine where the user should open the chart.

original opening position.

Determine if a user can view a Style.
Determine if a user can see a field of data.
Determine if a user can create an Organizational Planning chart.
Determine what functionality a viewer has in a published chart.

1.1 EChart (Rich & Thin Client) Authentication

OrgPublisher provides several methods for authenticating a user. This is an option offered in
the publishing wizard when EChart publishing is selected.

Unsecured

No authentication

o Active Directory® authentication

The server automatically
recognizes you by your network
login and password.

e System User ID/box Linkage

The server recognizes you by your
local user account information

e Chart authentication

The server prompts each user to
enter a user ID and password.

Identify the field in the chart that
contains the password.

e Reverse proxy
Allows OrgPublisher to retrieve the user ID from the HTTP header variable

and use it for authentication.

e User ID Field

Identify the field in the chart that
contains the userid.

e Format of User ID field

Identify the format of the userid.

e Starting box in Chart
Provides control for where the user will open the chart.
e Allow users to drill up from starting box
Leave unchecked to prevent users from drilling to other areas of the chart.

Publishing Wizard

ECharts provide several advanced securty options.

Determine if the user should be allowed to navigate up and over in the chart from their

x|

Securing your org chart protects.

Select 3 chart security option
" Unsecured - All users can view the entire chart

* Active Directory® authentication
™ System user |D/box linkage (ot secure)

Chart - User enters user 1D and password
Can be used with portals for single signon

Password field: Izass word j
™ Reverse praxy - User ID is supplied in HTTP header

Variable |USER_IC ¥ | Passed a3 & cookie

User ID field

IUsend j

Formeat of User D fieid: [User ID oriy =l

Starting box in chart
% Topofchat ¢ Supervisor's box
i~ User's box " Box 1D in thisfield: Approved

¥ Allow users to dril up from starting bex

ive information from being
read by unauthorized
individuals.

ou may control whe can
access the org chart, and what
portion of the hierarchy each
USEr can view.

To restrict access at the custom
field level, visit the Custom Field
Edit Dialog via the menu item,
Data/Custom Field Properties.

< Back Next >

Cancel Help
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1.2 Field Security

OrgPublisher has security that controls who can see a field of data and for what group of
people a field of data will display.

1. Select Data, then Custom Field properties.
2. Select the field to secure.

| |Last Review: Date
Potential: Text |
elecommuting: Text
I Tntal Salane Sum Salarw:

3. Click on the Security button.

1B . | 1ERL | | i
IlTnfﬁIF;ﬁlﬁr\r' T [2alar- [Total Head Count |
4
Irserk | Delete Format Hotspat Attachment Farmula Security | Wi

V' Niran and Nean e Al Pasition Tunes

4. In the Custom Field Security window, indicate with a check mark if this field can be
searched.

Custom Field Security

- Allow this field to be searchable in the search view and the search dialog. Making a
field non-searchable does not hide the field in the chart and other views.

~ Options for secure ECharts

Fields can be secured based on the user's place in the hierarchy.
This field should be viewable in:

¢~ Entire chart
" User's box and subordinates
¥ User's subordinates only

Fields can be secured based on a group that the user belongs to. This field
should be viewable only by users who are in this group:

IEveryone j

Fields can be secured so that they're only visible in the records of members
of a certain group:

IEveryone j

Note: Fields will be visible only when all of the above criteria are satisfied. For
example if a field is set to display for the user's subordinates and group %', the
field will only be visible in subordinate boxes of users who are in group 'x'.

OK I Cancel I

5. Secure the custom field of data based on the individual’s location in the chart hierarchy.
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—Options for secure ECharts

Fields can be secured based on the user's place in the hierarchy,
This Field should be viewable in;

{* Enkire chark

" User's box and subordinates

" User's subordinates only

e Entire chart — This allows a viewer to see this information for the Entire chart. At
publishing time, the chart administrator can set the chart to open at the top of the
chart, the user’s box, their supervisor’s box or to a specific box. If the chart
administrator also indicates that the user cannot drill above the starting box, then
“Entire Chart” for this user starts at the opening box.

¢ User’s box and subordinates — The user can see the data for themselves and any
box in their span of control.

¢ User’s subordinates only — The user cannot see their own data, but they can see
the data in any box within their span of control.

By default, everyone who has a box in the chart can view this field (even though it is
hierarchically limited by the settings in the previous step). This can be restricted further
by creating a Group (refer to Search and Group manual) and identifying the individuals
who have authorization to see the custom field data.

Example: If I am a member of the Managers Group, I can see this field for the employee
boxes in the Entire chart, my own box and my subordinates or (based on the selection in
Step 5) just for my subordinates.

Fields can be secured based on a group that the user belongs ko, This figld
should be wiewable only by users who are in this group:

Data can also be restricted to only display for employees who are members of a Group.

Example: The selected field will only be displayed in the boxes of members of the <=5
Years to Retire Group.

Fields can be secured so that thew're only visible in the records of members
of a certain group;
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1.3 Style Security (EChart Rich Client only)

1. Create a Group, identifying who can see a particular style.

2. Create a style containing all the information needed by the Group.

3. Select File, then Styles.

4. Create a new style, and then identify the Group allowed to view the style.

T x

Structure Cloze

Delete

M aotes

EL\_[

For secure nich EChartz, stylez may be secured to a group. Pleaze
zelect the group that you want to be able b0 view this style,

b anager j

—
MHate: Pleaze uze caution when securing styles. All chart viewers
muzt be able to gee at least one style.

1.4 EChart Access for Multiple Reports

If a person appears in the chart more than once (multiple reports, for instance), they will be
prompted to select which of their “own” boxes they want to open when entering the chart. The
chart administrator sets what identifying fields display for the published chart viewer who
appears more than once in the chart.

[Options | telp

Use Hotspot Wizard

L] Select Options, then EChaI‘t Messages

Secu rity o ptionsl [ Synchronize navigation between styles
| Photo wait L4
Sort options...
Color scheme options... EChart Multiple Instance User Configuration x|
lextencodngjontions™— Itis possible that a user ID may exist in more than one record in a secured EChart. In
| EChart security options... this case, a list of occurrences is shown to the end user, The record the end user selects
. . . :S will identify the user's box for the current chart viewing session.
Real-time connection configuration”

You determine which fields display in the Select user dialog list. If you de-select every
field, the Select user dialog does not display, and the first occurrence of the IDis
chosen.

e Select the fields to display for the user who has a oy e
multiple reporting relationship. % Name of the user's mansger

¥ First name

IV Last name

[V Job Title

[V Box titie

¥ Position type

¥ Relationship type (directfindirect)

OK. I Cancel

Page 4



i L
-~ ~lhichor
OrgPublisher
e I am logging in as Ki Wang (she has a direct and indirect relationship).
e [ select where I want to open the chart and then select OK.

Select User Instance |

Your user ID is assigned to multiple records in this org chart. Please select the one you'd like to use for this
chart wiewing session,

Reparts to | First name | Last name | Job title | Box Title | Position type |
Laura Grape ki Wang Business Apps Man...  Business Appl... Manager

Hal Glorian

Wang Payroll System Man...  Payroll Syste...  Indirect Report

1.5 Organizational and Succession Planning Access — OrgPublisher Premier
At publishing time, the chart administrator determines if Organizational Planning and/or
Succession Planning will be offered in the published chart. The default settings allow everyone
to create these charts from all records in which they have access within the chart.

The option to create either of these charts can be restricted based on Group membership. The
chart administrator can create two Groups to control access:

e A Group where members can create an Organizational or Succession Planning chart from
their box or below in the published chart.

e A Group where members can create an Organizational or Succession Planning chart with
any or all records published.

Please refer to the Publishing manual for information on invoking the Organizational and
Succession Planning Chart functionality in a published chart.

1.6 Toolbar Button Access in a Published Chart
Published chart toolbar buttons can be restricted to use by members of specific groups. Please

review the section on Toolbar Button security in the Publishing manual for detailed instructions.
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